
 

 
 

Chapter 6  
Programming and Computer Software 
“Software makes hardware happen.” —Computerworld advertising button. 

 Modern computers are general purpose machines, adapted to spe-
cific purposes by the software they run. That software is usually 
changeable. A laptop computer can be a word processing machine, 
a web browsing machine, and a calculator at different times, or pos-
sibly all at once. Even the microcontroller computers used to run 
things like microwave ovens are general purpose machines that get 
their personalities as oven controllers through software. If the soft-
ware is built-in using read-only memory rather than loaded on de-
mand as in a laptop computer, it is called firmware. Often there will 
be a way to update or replace the firmware. 

An important property of computers is that software and hardware 
are logically equivalent (Tanenbaum, 1990). Hardware can be built 
to perform any function that can be performed with software. Microwave ovens used to be built 
with mechanical timers and switches instead of computer microcontrollers. The reverse is also 
true; we can write software to perform any function that can be performed in hardware. In that 
case, there must be some hardware at the lowest level to run the software, and if the software is 
to control external devices like that microwave oven, the hardware must include the necessary 
actuators. In Chapter Three you learned that the control unit of a computer itself could be 
implemented as hardware or software, and that the hardware implementation would be faster 
but probably more expensive. That is true in general: a hardware implementation will be faster 
and more expensive. 

Except in the very simplest microcontroller application, there will likely be two or more layers 
of software running on a computer. The application software fulfills the purpose of the appli-
cation, whether it be word-processing, routing network packets, controlling an appliance like 
an oven, or playing a game. System software, specifically the operating system, is an interface 
between the application software and the hardware. It is also an interface between the user and 
the application software because the operating system controls the input and output devices. 

 

Grace Murray Hopper,  
about 1946 

U.S. Navy 
Bureau of Ordnance 



210 Computing Concepts for Information Technology 
 

 
 

  Undecidable and Intractable Problems  
One of the most important things that practitioners of information technology must learn is 
that not all problems can be solved with computers. Some problems, like “solve world hunger,” 
are clearly outside the realm of computational solution, although we can surely use computers 
to do things like increase crop yields. There are other problems that “look computational” but 
cannot be solved. Such problems are called undecidable. A famous example is the halting prob-
lem. Alan Turing proved that it is impossible to write a program that, given another arbitrary 
program and its input, can determine whether that program will loop forever or eventually 
halt.102 

Another class of problems, called intractable by mathematicians, have the property that their 
run time increases exponentially or worse as the number of cases increases. In Chapter Seven 
you will learn that finding the prime factors of very large numbers is intractable for von Neu-
mann architecture computers. We know exactly how to do it, but actually doing it would take 
decades on the fastest computers now available.  

Another intractable problem is the traveling salesman problem. Given a list of cities and their 
distances, find the shortest route that visits each city exactly once and returns to the origin city. 
This problem is applicable to things as diverse as package delivery, microchip design, and DNA 
sequencing. A brute force solution to this problem involves checking each possible route. The 
run time of such a solution is proportional to the factorial of the number of cities. For seven 
cities, that’s (7−1)!/2,103 or 360 routes to check. Increase the number to eight and there are 
20,160 possible routes. With only 15 cities, there are 43,589,145,600 possible routes. A program 
that could check 100 routes per second would require almost 14 years to run! The good news 
is that for many such intractable problems, there are heuristic algorithms104 that will find nearly 
optimal solutions in much less time. 

Time complexity of algorithms is represented in Big-O notation, where O is the order of worst-

 
102 For an amusing proof that the halting problem is undecidable, see Geoffrey K. Pullum’s poem “Scooping the Loop Snooper” 

which you can find here https://www.cs.columbia.edu/~tal/3261/sp12/Pullum.htm and at many other locations on the 
World Wide Web. 

103  The exclamation mark is mathematical notation for the factorial operation. Since 7−1 is 6, (7−1)! is 6×5×4×3×2×1 = 720. 
Factorials get big very quickly. 

104 A heuristic algorithm trades possible completeness for time. For example, a heuristic approach to the traveling salesman prob-
lem will find the best of a subset of all possible solutions, which may not the best of all possible solutions. 

https://www.cs.columbia.edu/%7Etal/3261/sp12/Pullum.htm


Programming and Computer Software 211 
 

 
 

case run time for n where n is the number of input cases. Many algorithms have time complex-
ity of O(n); a linear search through an unordered list is an example. If the number of items in 
the list doubles, the worst-case time to search the list also doubles. If the list is sorted, we can 
do a binary search in time O(log2n), much faster since we don’t have to visit every element in 
the list. The intractable problems are those where n is an exponent, so the runtime increases 
exponentially as the number of cases increases, for example, O(2n). It’s even worse if a problem 
has factorial complexity like the traveling salesman problem mentioned for which the naïve 
approach has complexity O(n!). Exponential and factorial problems are not solvable computa-
tionally in practical amounts of time except when there are very few cases. If faced with such a 
problem, look for heuristic solutions. 

Algorithms also have space complexity; how much memory is required to solve the problem. 
A time-space tradeoff is frequently possible; if more memory is available, a faster algorithm can 
be used. 

  Application Software and Software Development 
The information technology professional of the 21st century will most often use software devel-
oped by others and licensed to the professional’s organization. Even so, some software devel-
opment will likely be necessary to prepare data for input to others’ applications or to connect 
applications. For that reason, it is important to understand the process and pitfalls of software 
development. 

  Software Engineering 

Software is hard. More specifically, building large, correctly functioning software systems on 
schedule and within budget is more difficult than people at first imagined. Frederick Brooks 
(1987) wrote that “the hard part of building software to be the specification, design, and testing 
of this conceptual construct” of data items, algorithms, and invocation of functions. The fact 
that it is hard has led to a culture of “design as we build” in software construction. Possibly this 
is because, as Brooks (1987) says, “Software entities are more complex for their size than per-
haps any other human construct because no two parts are alike… In this respect, software sys-
tems differ profoundly from computers, buildings, or automobiles, where repeated elements 
abound.” It could also come from a desire to “get started;” a belief that the process of specifying 
and planning is not the “real work” of software development. It is! 
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The fact that software is hard was a surprise to early users of computers. These were scientists 
and engineers solving numerical problems with known formulae, which we’d now call algo-
rithms. The programmer’s job was to translate from the mathematical notation of the formula 
to the language of the machine. The important thing about that is that the job to be done by the 
computer was already rigorously specified by the formula. The difficulties called out by Brooks 
did not arise. 

As you have seen, early electronic computers in the United States and the United Kingdom 
were mainly funded and used by the military. Once computing moved out of the rigorously 
specified area of mathematical formulae, there were some spectacular failures. Some failures 
were spectacular in terms of money wasted or time lost. In July of 1962 a Mariner spacecraft 
veered off course less than five minutes after launch. The range safety officer destroyed the craft 
to prevent a crash into shipping lanes or inhabited areas. The cause was reported to be a single 
missing hyphen in a guidance program. The cost? Over 18 million dollars.  

Alarmed, the leaders of NATO, a military alliance, sponsored conferences on software engi-
neering in 1968 and 1969 with the intention of defining best practices and principles of engi-
neering to development of complex software systems. 

There have been incremental improvements, but about the time of Brooks’ essay, a program-
ming error in the Therac-25 radiation therapy machine caused at least four deaths. F-22 Raptor 
aircraft experienced computer crashes when they crossed the International Date Line in 1992. 
Another error in spacecraft software caused the destruction of an Ariane 5 rocket in 1996 at a 
loss of $370 million. The ship USS Yorktown was dead in the water for three hours in 1997 
because of a divide-by-zero error. 

The Institute of Electrical and Electronics Engineers (IEEE, 1990) defines software engineering 
as “the application of a systematic, disciplined, quantifiable approach to the development, op-
eration, and maintenance of software; that is, the application of engineering to software; the 
study of approaches to the application of engineering to software.” 

However, the classical engineering disciplines have their foundations in the physical laws of 
physics and chemistry, and ultimately in mathematics. Software engineering lacks such a foun-
dation, and so software engineering is necessarily based on a set of best practices. A study of 
those best practices is beyond the scope of this book but learning them is essential for anyone 
who will do software development. 
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  Programming Languages 

The earliest computers that were programmable in the modern sense were programmed in the 
language of the machine, that is, using numbers to represent instructions and addresses. That 
was clearly both tedious and error prone. The people building and using computers developed 
programs that would translate abbreviations like ADD, called instruction mnemonics, into the 
correct numeric codes. Such programs were soon expanded to do such things as assigning ad-
dresses for data and doing the necessary address arithmetic. These programs assembled an in-
struction mnemonic, one or more addresses, and other data into a machine instruction, and so 
were called assemblers. An assembler in general produces one machine instruction per line of 
code and is specific to one hardware architecture. That meant that a company buying a new 
computer with a different architecture had to rewrite all their programs. In its basic form an 
assembler is a very simple program. It makes two passes through the source code. In the first 
pass the assembler determines the amount of memory needed for each instruction. It also col-
lects all the symbols, labels for branch targets and data, into a symbol table. Because the amount 
of memory each line of code will occupy has been determined, the assembler can add to the 
symbol table the address relative to zero that each symbol represents. On the second pass it can 
actually generate the code, substituting addresses from the symbol table for the symbols them-
selves. 

A desire to avoid rewriting programs each time an organization bought a new computer was 
one of the drivers to adoption of high-level languages. Programs written in high-level lan-
guages look more like the language of the programmer and less like the language of the ma-
chine. A single high-level language statement usually produces several machine instructions, 
which improved programmer productivity. Brooks (1987) has estimated that it improved 
productivity by a factor of five or more.  

Early high-level languages included Fortran105 (Formula Translation) and COBOL (COmmon 
Business-Oriented Language). Grace Murray Hopper, whose picture introduces this chapter, 
was a proponent of high-level languages, especially COBOL. She induced the Navy and much 
of the Federal government to require high-level languages to be available when buying com-
puter hardware.  The COBOL and Fortran languages were developed with little theoretical in-
formation about the requirements of high-level languages. More modern languages like Java 
and Python were designed specifically to prevent certain kinds of programming errors. That is 

 
105  Originally written as all capitals as FORTRAN. 
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discussed in section 6.2.3. 

A high-level language requires a translator program to read in a program in the high-level lan-
guage, called the source code or source program, and produce a program in machine language, 
called the object code or object program. The program that does the translation is called a 
compiler. Once the source code has been compiled, the resulting object program can be run as 
many times as necessary without repeating the compilation step. However, the compilation 
step must be repeated any time there is a change to the source program. 

With the availability of much faster processors another approach to high-level languages has 
emerged, namely interpretation. The language translator program, called an interpreter, reads 
the high-level language source code statements, and immediately executes the machine instruc-
tions needed to perform the operation described in the high-level language statement. There is 
no intermediate step of generating machine code and that work is avoided. On the other hand, 
the work done by the compiler in compiled languages must be done each time a program in an 
interpreted language is run. This is especially bad in programs with loops that run thousands 
or millions of times; in that case, language translation might have to be performed thousands 
or millions of times for a single run of the program. 

Modern interpreters process the source code into an intermediate form called bytecode, then 
interpret the bytecode to execute the program. That allows the resource-intensive part of trans-
lation to be done only once even when code is repeated, as in loops. 

In the Java language, the production of the bytecode class file is explicit and visible to those 
using the program. Translation to bytecode need only happen one time unless the source pro-
gram is changed. However, the class file is not machine code, it is Java bytecode, and the Java 
interpreter, also called the Java Virtual Machine or JVM, is needed to run the class file. 

Python and JavaScript are also interpreted languages. Their interpreters produce and execute 
the bytecode in a seamless process so that the bytecode and its production are not visible to 
those running the programs. 

In fourth generation languages like SQL, the programmer describes what is to be done, rather 
than how to do it. There is more about SQL in section 6.5.1. 
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  Structured and Object-Oriented Programming 

The original high-level languages were procedural languages, in which the programmer de-
scribed the steps to accomplishing the program’s purpose. The control structures of the early 
high-level languages were modeled after the instructions available in the hardware. Unless a 
programmer was extremely careful, that resulted in “spaghetti code,” pieces of code intertwined 
with branches.  

In 1966, two Italian computer scientists, Corrado Böhm and Giuseppe Jacopini, proved the 
structured programming theorem, which states that the only control structures needed in pro-
gramming are sequence, selection, and iteration. Sequence is the execution of statements in 
order. Selection is conditional branching, and iteration is repetition or looping. In 1968, Edsger 
Dijkstra wrote a now-famous letter, “Go To Statement Considered Harmful,” published in 
Communications of the ACM. The Böhm-Jacopini proof and Dijkstra’s letter fueled the struc-
tured programming movement with the goal of writing clearer programs with fewer errors. 

Of course, with GO TO still present in the high-level languages, people could still write spaghetti 
code, and did. Modern languages like Java and Python make spaghetti code much less likely by 
eliminating the GO TO instruction.106 One area where GO TO was particularly useful was excep-
tion handling. Modern languages implement some version of TRY … CATCH blocks for excep-
tion handling, removing the need for GO TO for that purpose. 

Another important innovation in programming language design was object-oriented program-
ming. The concept is that programs are implemented as collections of objects, each of which 
has specified attributes, or data, and behaviors, or executable code. For example, a DATE object 
might hold a single calendar date and be able to return it in one of several forms. It might 
include operations like incrementing itself to find a date 30 days in the future. 

The three identifying properties of object-oriented programming languages are encapsulation, 
inheritance, and polymorphism. Encapsulation hides the internal data and algorithms of an 
object from anything outside the object itself. So, a more efficient algorithm could be substi-
tuted so long as it did not affect those parts of the object explicitly declared as public. Inher-
itance allows creating a new object with the attributes and behaviors of an existing object and 
adding new attributes and behaviors. An example might be a class PERSON with attributes such 

 
106 The word GOTO is included in the Java set of reserved words but is not implemented in the language. Python has functions 

that can simulate the GOTO, including one that was written as an April Fools’ Day joke. 
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as date of birth. The class STUDENT might inherit from PERSON and gain attributes like student 
number and grade point average. The usefulness of this approach becomes clearer when we 
consider another class, FACULTY, that also inherits from PERSON and gains attributes like de-
partment and academic rank. In general, an object should be something that either cannot be 
further decomposed, or for which it doesn’t make sense to do so. Returning to the DATE exam-
ple, a calendar date can obviously be decomposed to year, month, and day, but when consider-
ing operations on dates, it doesn’t make sense to do so. Objects designed this way will have 
relatively small amounts of executable code. 

Polymorphism literally means “many shapes” or “many forms.” The form of an operation or 
result can depend on the number or type of the parameters, or on the object on which a method 
is called. A very simple example of the first type is the multiplication operator. In most lan-
guages, the same operator, often *, can be used to multiply integers, floating point numbers, or 
a mixture. An example of the second type might be a method to return an ID number. If used 
in reference to a STUDENT object, one gets a student ID number, but if used in reference to 
EMPLOYEE, one gets a payroll ID number. It is important not to misuse polymorphism by mak-
ing catch-all objects. In the multiplication example, procedures for multiplying integers and 
floating-point numbers are very different, but the result is the same. 

  Development Environments and Version Control 

It is possible to do software development using only a text editor and programs necessary to 
compile or interpret the language being used. However, for most languages, an integrated de-
velopment environment, or IDE, makes development easier and faster. The most visible part of 
an IDE is a program editor written to recognize the syntax of the target programming language. 
Such an editor can catch many, but not all, mistakes early in the process. The environment also 
provides a mechanism for running the program directly from the editor. The most capable 
IDEs will include a mechanism for setting breakpoints and examining the state of variables. 
The developer marks a location in the program as a breakpoint and when the program is run, 
execution pauses when the breakpoint is reached. The developer can then examine and change 
the values of variables within the program. Execution can be resumed after the breakpoint or 
stopped to allow further program editing. 

In addition to the IDE, all but the very smallest software development projects can benefit from 
a version control system. Such a system keeps track of every module in a system under develop-
ment, tracks changes, and allows changes to be undone. It can even restore status to an earlier 
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point in time. Examples of version control systems are SVN, which is centralized, and Git, 
which is distributed. 

  Operating Systems 
In all but the very smallest microcontrollers there will be a layer of system software that sup-
ports the application software by providing an interface between the application and the hard-
ware and managing the hardware resources of the system. The operating system also provides 
a user interface since the operating system manages the input and output devices. Thus, the 
operating system presents a virtual machine to both the application programs and the user. It 
provides resources and services not provided by the hardware alone. 

The operating system provides several important functions. These include managing main 
memory and, in many cases, managing virtual memory. 

Most operating systems provide for multiprogramming, that is, the ability to run two or more 
application programs concurrently. Many also provide for multiprocessing, that is the ability 
to effectively use two or more processors in a single computer system, or two or more processor 
cores. The operating system provides scheduling at several levels.  

The operating system is responsible for managing files and handling input and output requests 
from application programs. 

Bootstrapping 

Starting the operating system is called bootstrapping107, often shortened to booting. Firmware 
and the operating system cooperate to get the operating system started. For computers intended 
to run the Windows operating system, code called the Unified Extensible Firmware Interface 
(UEFI) is loaded from programmable read-only memory and run by the CPU. The code in the 
firmware looks for a bootstrap loader program, then loads and runs it. It is the responsibility of 
the bootstrap loader to locate, load, and run the operating system. Some bootstrap loaders allow 
selection of more than one operating system by the user. 

Other computers such as mainframes use a similar process, starting with firmware that locates 
and loads the operating system. 

 
107  The name comes from the phrase “pull yourself up by your own bootstraps.” 
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  Hardware Support and Privileged Instructions 

A robust multiprogramming operating system must be able to deal with programs that are in-
correct and possibly even malicious. To do so, the operating system needs three things from 
the hardware: privileged instructions, protected memory, and a timer that can generate inter-
rupts. 

Some machine instructions should be executed only by the operating system. For example, the 
operating system should handle all input and output to prevent conflicts. This is accomplished 
by designating certain instructions as “privileged.” Privileged instructions include input and 
output operations, memory allocation and protection, and a few other categories like halting 
the processor. A mode bit indicates whether the operating system is running, called the system 
state, or an application program is running, called the application state. When a privileged in-
struction is sent to the CPU, the mode bit in the CPU is checked by the hardware to determine 
whether an application program or the operating system issued the instruction. If the instruc-
tion was issued by the operating system, it is executed. If it was issued by an application pro-
gram, an “illegal instruction” interrupt is generated, and control passes to the operating system. 
The usual action of the operating system is to end the program that issued the privileged in-
struction. 

If an erroneous or malicious application could read memory belonging to other applications or 
the operating system, it could get information it should not have. If it could write to memory 
belonging to other applications or the operating system, it could cause crashes or erratic behav-
ior, and perhaps even execute unauthorized tasks. If memory is allocated only by the operating 
system and the hardware provides a way to prevent applications from reading or writing other 
than their own memory, those situations cannot occur. Memory management is discussed fur-
ther in section 6.3.4. 

During ordinary operation of a computer system, the operating system gets control whenever 
an application requests a service provided by the operating system. Some mathematical com-
putations might run for seconds or more without making an operating system request, and 
error or malice could put a program in an infinite loop that never makes an operating system 
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request. To prevent such conditions the hardware must include a timer that generates inter-
rupts at regular intervals, perhaps 10 to 200 milliseconds.108 These timer interrupts allow the 
operating system’s scheduler to run other applications even when a very CPU-intensive appli-
cation is part of the workload. Interrupts are discussed further in Section 6.3.2. 

  Concurrent Operation and Process Scheduling 

In a multiprogramming system, several processes are in memory, running concurrently, and 
competing for CPU time and other resources. The operating system must schedule access to 
the CPU, memory, and other system resources according to the design objectives of the oper-

ating system. 

A process is a program in binary form together with its data and 
other resources needed for execution. The process is the basic unit 
of work of the operating system. Each process has a process ID, a 
unique identifier for that process. Each process has a context that 
includes the program counter, the register contents, and any other 
information needed to allow the process to be interrupted and re-
started. This information is stored in a process control block, also 
called a process table maintained by the operating system. A typ-
ical process control block is shown in Figure 6-1. 

Processes are created by a mechanism called forking or spawning. 
The process that creates another is called the parent process. The 
newly created process is called a child process of the parent.  

The operating system schedules processes at several levels. The 
most interesting and probably the most important is dispatching, that is, determining which 
process will have access to a CPU next. 

The operating system’s dispatching process has several goals, some of which conflict. These 
include minimizing response time and maintaining response time consistency, maximizing 
CPU and other resource utilization, providing for graceful degradation under load, and making 

 
108 The interval chosen depends on the scheduling policy. A workstation for use by one person might choose an interval at the 

low end of the range to maximize responsiveness, while a server operating system might choose an interval at the upper end 
of the range to minimize context switching. 

 
Figure 6-1 

A typical process control block 
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certain no process is starved of CPU time. 

A process can be in one of three states, running, 
ready, or waiting. A process in the running state is 
actively using a CPU and the CPU is executing in-
structions of that process. The number of processes 
in the running state is limited by the number of CPUs 
available. A process in the ready state is not waiting 
on any action by the operating system and could run 
if a CPU were available. A process in the waiting state 
is awaiting some action by the operating system, such 
as completion of an I/O request. The waiting state is 
also called the blocked state. 

The operating system maintains a queue for each of 
the running, ready, and waiting states. When a pro-
cess in the running state requests an I/O operation or 
other service of the operating system, it moves from the running state to the waiting state and 
the operating system schedules the service to be performed. The next program in the ready 
queue has its context loaded from its process control block and given control of the CPU. That 
puts the program in the running state.  

When the operating system completes an I/O operation or other service for a program in the 
waiting state, that program is moved from waiting to ready. It will run again when a CPU is 
available. 

New processes are placed in the ready state by the operating system and will run when a CPU 
is available. Programs that terminate exit from the running state. 

Priority scheduling 

Most operating systems support the concept of priority, with higher priority processes getting 
access to a CPU before lower priority processes. One might assign a high priority to processes 
that accept user input and change the display, for example. That has the effect of making the 
system responsive to user input. 

A problem with priority dispatching as that low priority process may face starvation; that is, 

 
 

Figure 6-2 
Ready, running and waiting queues 
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may never get access to a CPU. One way to prevent starvation is to temporarily raise the priority 
of a low priority process when it is passed over. Each time that process gets access to the CPU, 
its priority is returned to the original value. 

Preemptive dispatching 

Some processes could use the CPU for long periods without requesting services of the operating 
system. The timer discussed in section 6.3.1 keeps that from happening. The timer generates 
interrupts every 10 to 200 milliseconds or so. That interrupt allows the operating system to gain 
control and select another process to run. The time between such interrupts is called the time 
quantum for a process. When the time quantum of a process expires, the process is moved to 
the ready queue and will run again when a CPU is available. 

Threads 

As discussed so far, a process has resources, including an address space in memory, and a single 
thread of execution, that is, a sequence of instructions that the process will execute when given 
access to a CPU. That was sufficient when computers had a single CPU. With multiple cores 
and multiple CPUs commonly available, it is now common to allow one process to have more 
than one thread of execution, or just thread. Each thread must have its own registers, program 
counter, and stack, but shares the address space and other resources of its parent process. On a 
system with multiple CPU cores, allowing one process to have multiple threads provides true 
parallel processing. 

Allowing a process to have multiple threads also introduces substantial complexity into the 
operating system, complexity that is better handled in a course on operating systems than in a 
book on concepts. 

Disk scheduling 

The CPU is about six orders of magnitude faster than a magnetic disk. So, it makes sense to 
spend some CPU time optimizing magnetic disk access.109 The slowest operation for a magnetic 
disk is the process of seeking from one track to another. We immediately discard the idea of 
handling requests in order, or first-come, first served because that doesn’t optimize seek time. 
Shortest distance first is also discarded because in a system under heavy load, a request with a 

 
109  Scheduling is much less important for solid state drives because there are no moving parts that correspond to the seek opera-

tion of a magnetic disk. 
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long seek time could be postponed for an indefinite time. 

Scheduling for magnetic disks uses an algorithm like that used by elevators in buildings and is 
in fact called the elevator algorithm. Elevators receive their input from floor buttons inside the 
car and call buttons on each floor. If an elevator starts on the ground floor it will go up until 
there are no more “up” requests, then change direction and serve only “down” requests. The 
same technique can be applied to disk scheduling. Disk requests are sorted into track order. If 
the disk heads are at the outermost track, they are moved toward the center until there are no 
more “in” requests, then change direction and handle “out” requests, also in order. 

Using the elevator algorithm, the disk heads do not travel further than needed in either direc-
tion and move more or less smoothly inward and outward. The elevator algorithm usually 
serves the center tracks twice. Some operating systems locate frequently accessed files such as 
the virtual memory page file near the center of the disk for that reason. 

   Disk Space and File Management 

The file management component of an operating system is very visible to the computer user 
because the file management system provides the organizational structure for files and may 
impose limits such as limits on length and character set for file names.  

A file is a named collection of data, usually in non-volatile storage, and occupying at least one 
allocation unit of storage.110 Operating systems may maintain an association with the applica-
tion program used for that file type. The Windows operating system uses the file type and a 
separate table of associations, so double-clicking a .docx file starts Microsoft Word. Apple’s 
macOS stores the association information in the file’s metadata.  

The file management system is a component of an operating system that provides a logical view 
of a file to users and application programs and hides much of the physical view.  

The file management system communicates with the operating system’s input/output control 
system (IOCS) and device drivers. Separating file management from input and output allows 
files to be on very different physical devices in a way that is transparent to the user. For example, 
in modern operating systems the user need not care whether a file is on a local magnetic disk, 

 
110 Microsoft’s NTFS stores the data for very small files in the master file table, the directory data structure; very small files do not 

consume storage space other than the directory entry. 
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a solid-state drive, or on a network server. 

File Systems 

On a magnetic disk or solid-state drive, a file system provides the mechanism for organizing 
and accessing data. A given operating system may support one or more file systems with one 
as a default. For example, the NTFS system is the default system for Windows and AFS is the 
default for Apple operating systems. 

The physical properties of a storage device are often established when the device is manufac-
tured. For example, a block is the physical unit of space on a magnetic disk drive, often 4 KiB. 
Allocation of space on solid state drives is more complex. The unit for reading and writing is 
the page, often also 4 KiB. However, a page can only be written to an empty area, and erasures 
must take place in blocks of many pages as described in section 4.2.3. A physical device may be 
divided into multiple partitions, each of which can be treated as a separate device. For con-
sistency, a partition is still present if the entire device is to be considered as one unit. 

A file system provides a logical view of the storage medium it manages and usually allocates 
space in quantities larger than a block or page. The amount of storage allocated at once by the 
operating system is called a cluster or allocation unit. Clusters can be larger than the physical 
unit of space, but never smaller. 

A file system is established on a storage device by formatting a partition, which could be the 
entire device. The file system type is determined when the device is formatted. For some file 
systems, the cluster size can be set during formatting. Formatting establishes the directory 
structure and adds all clusters in the file system to its structure of free space. Some operating 
systems offer a quick format option. After a quick format, any prior data is still present on the 
device, but is no longer accessible because the directory structure has been replaced by a new, 
empty directory. A full format, if available, scans the device for bad sectors, necessarily over-
writing any data that may have been present. A quick format is likely to take a few seconds; a 
full format may take hours. 

Free space can be managed with a bitmap or a linked list. With the bitmap mechanism, one bit 
is used for each cluster on the device. If the cluster is free, the corresponding bit will be a zero; 
if the cluster is in use, the bit will be a one. Large devices with many clusters necessarily require 
more space for such a bitmap. 
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The other alternative is a linked list. The operating system maintains a pointer to the first free 
cluster, and each cluster holds a pointer to the next free cluster. 

The other major service provided by the operating system is maintaining a directory structure 
of files and sub directories. Some file sys-
tems, such as those available with Linux, 
maintain a single root directory.  

Others, including Windows, have a root 
directory for each physical device. Direc-
tories may be tree structured. If the file 
system permits links, the structure will be 
a directed acyclic graph, or DAG.  

File systems may provide several other fa-
cilities. File security may vary from none 
to full access control lists. Quotas set the 
maximum amount of file space that can be 
used on a per-user basis. Alternate data 
streams, also called forks, can be used to 
store two or more data items with a single 
file name. For example, macOS uses the data fork to hold the files’ main contents and the re-
source fork to associate the file with an application to process that file. Snapshots provide a 
consistent view of an active file system for backups and similar purposes. Encryption can help 
protect the confidentiality of files. Compression reduces the amount of physical space a logical 
file requires. Some file systems provide for redundancy. 

Accessing Files 

Some operations, such as copying or moving a file, are performed on the file as a whole. And 
some application programs such as word processors read an entire file into memory and oper-
ate on it there. In other cases, an application program may view a file as a stream of bytes or as 
a collection of records. In the latter case the records may be of fixed length or separated by 
delimiters. 

Opening a file causes the operating system to locate the file and allocate the resources, such as 

 
Figure 6-3 

A directory structure. The link from “2024” to “Projects” 
makes this a directed acyclic graph rather than a tree 
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buffers and file’s metadata, necessary to read and write the file. Opening a file causes the oper-
ating system to allocate a file handle and return it to the application. The file handle identifies 
the file and its resources to the operating system. Closing a file releases the operating system 
resources acquired when the file was opened and may do other things like flushing data from a 
memory buffer to the physical storage mechanism. 

When a file is to be processed as a stream of bytes, there will be commands to open and close 
the file and mark it as a byte stream file. There will be a pointer that marks the current location 
within the file. An application program can read a specified number of bytes, which delivers 
the data and moves the file pointer. It is also possible to write a specified number of bytes to a 
byte stream file beginning at the location marked by the file pointer. There will be commands 
to move the file pointer to the beginning or end of the file or to an arbitrary location within the 
file. 

When a file is to be processed as a collection of records, there will be commands to open and 
close the file, to retrieve a record, and to add a record at the end of the file. There may be com-
mands to delete a record or to update a record. These commands are much more complex for 
variable length records than for fixed length records.  

Files can be accessed sequentially and, on random access media like magnetic disks or solid-
state drives, accessed randomly or through an index. 

Sequential files are accessed in sequence from beginning to end, or until a specific value is 
found. Most files are accessed sequentially, including music and video files, program files in 
binary form, and most text or word processing files. Files can be accessed randomly if the dis-
placement of the desired record from the beginning of the file can be calculated. One common 
method for random access is hashing a key. 

Indexed file mechanisms have names like in-
dexed sequential access method (ISAM) or 
something similar. Indexed access depends on 
two or more files. A “base file” contains the 
data and can be read sequentially, independ-
ent of the index files. One or more index files 
contain records with keys and pointers to the 
matching records in the base file. For example, 
an index file might contain the employee 

 
Figure 6-4 

Hash collisions are resolved by linking to overflow 
blocks 
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number 11505 and a pointer to that employee’s record in the base file. Another index file might 
contain one record and pointer pair for each employee’s family name. That would make it pos-
sible to search for all employees named “Brown.” There may be multiple index files for different 
keys. When the number of records in the base file is very large, there may be multiple levels for 
one index. 

   Memory Management and Virtual Memory 

In the earliest computers, memory was a scarce and expensive resource. Computers with 2K 
words were not uncommon. Programmers spent significant time making their programs fit 
into the available memory. Careful selection of algorithms and really tight coding helped, but 
sometimes a program was just too big to fit. In that case, programmers used overlays, the tech-
nique of dividing a program into pieces that were used at different times during the execution 
of the program. 

Use of overlays 

Consider an assembler program, the language 
translator that turns symbolic programs in as-
sembly language into binary programs. Earlier we 
learned that assemblers make two passes through 
the source code. In the first pass the size of each 
item is determined, the location counter is 
stepped through the program, and symbols and 
their locations are saved in a symbol table. On the 
second pass, binary values for instructions and 
data are generated and the addresses are looked 
up in the symbol table. Pass 2 generates the bi-
nary program. 

The memory map of the assembler might look 
like the first part of Figure 6-5, with routines 
common to both passes, an area for the symbol 
table, and the code for the two passes. If that program were too big to fit in memory, the pro-
grammer might write it so that when it starts its memory map looks like the second part of the 
figure. The common routines, symbol table, and pass 1 code are in memory, but the pass 2 code 

 
Figure 6-5 

Hypothetical assembler program showing the use 
of overlays. A. The assembler without overlays. B 
Pass 1 code is loaded in memory but pass 2 is not 

C. Pass 2 code overlays pass 1 
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is not. At the end of pass 1, when that code is no longer needed, the pass 2 code is loaded in its 
place. This technique is called overlaying. The third part of the figure shows the memory map 
after the pass 2 code overlays the pass 1 code. 

Dividing a program into overlays and loading them was the responsibility of the programmer. 
It was a difficult and error-prone task. In 1961, a group of researchers at Manchester, England 
set out to find a way to automate the process of managing overlays. 

The key idea of the Manchester group, and the idea that makes virtual memory possible, is to 
separate the concept of the address space from the physical memory locations. 

To understand what that means, we must examine the way we think about address space and 
memory in a computer without virtual memory. Consider a computer capable of generating 
64-bit addresses. Such a computer has an address space of 16 exbibytes,111 more than eighteen 
quintillion bytes. However, it would be much more likely for the computer to have from four 
to perhaps 16 GiB of actual memory. 

Usable and Unusable Address Spaces 

Figure 6-6 shows the address space of a computer 
with 64-bit addresses and 16 GiB of actual memory. 
The address space is still 16 exbibytes, but only 16 
GiB of it is usable. If we have a program that re-
quires more than 16 GiB, it can't be run on this com-
puter unless we do something different. That 
something different is virtual memory. 

  Virtual Memory 

In a virtual memory system, the program and data 
are stored in secondary storage (disk) and only the 
parts in use at any given moment are brought into 
real memory. This works because of locality of ref-

 
111  An exbibyte is 260 bytes. See Figure 1-2 

Units for powers of two 

 
Figure 6-6 

A computer with a 64-bit address space and 16 
GiB of installed memory 
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erence. When we discussed cache systems, we described temporal locality of reference and spa-
tial locality of reference. It is of the nature of von Neumann architecture computer systems that 
if a word from memory has been used recently, it is likely to be used again in the near future. 
Similarly, if a word has been used recently, words near it are likely to be used in the relatively 
near future. 

Virtual memory is implemented by dividing the portion of the address space used by a program 
into fixed-size pieces called pages. The size of the pages is a power of two, typically from 512 
bytes to about 64 K bytes. We will use a page size of 4 K in the example and discuss the trade-
offs in selecting a page size later. 

Real memory is divided into page frames which are the same size as the virtual pages. When a 
page is needed during the running of a program, it is copied into a page frame in real memory. 
The amount of real memory available is called the physical address space. The area available 
for the programmer to use (determined by the size of an address) is called the virtual address 
space. 

The process of moving program pages to and from real memory is called paging. Paging is 
transparent to the writer of the program except that frequent paging can cause a program to 
run slowly. 

We have skipped over some details up to now, and one of them is the need for address transla-
tion, or mapping. Address translation is made necessary by the following facts: 

• Programs generate virtual addresses, 
• The memory subsystem hardware only understands physical addresses, and 
• Any page can go into any page frame.  

Address translation is accomplished by a memory management unit, or MMU. The MMU may 
be a part of the CPU or a separate unit. The MMU and the operating system work together to 
implement virtual memory. 

Consider an example of a computer with 32-bit logical addresses, one GiB of real memory, and 
a virtual memory system that uses 4 KiB pages. (We’ll talk about larger address spaces and 
larger memories shortly.) The memory management process translates a 32-bit virtual address 
into a 30-bit physical address. This is done with the aid of a page table.  

If there are 32 bits in an address, and a page is 4 KiB, there are 220 or about one million pages 
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in the virtual address space. These pages are represented by a page table with 220 entries. Each 
entry contains a valid bit that indicates whether the page is currently in main memory, a dirty 
bit indicating whether the page has been modified, and a frame number pointing to a page 
frame in real memory. There may be other bits indicating whether the page is executable, etc. 

One GiB, the size of real memory, is 230 bytes. Pages are four KiB or 212 bytes. Since 30–12=18, 
the page frame numbers in the page table must be 18 bits wide.112 The leftmost 18 bits of the 
30-bit physical address will come from the page table. The rightmost 12 bits represent tie dis-
placement into the four KiB frame and are copied unchanged into the physical address. 

Figure 6-7 shows that the CPU has 
generated a 32-bit address as shown 
in the upper right of the figure. As far 
as the CPU is concerned, this is just a 
32-bit number. For purposes of ad-
dress translation, it is useful to think 
of the address as a 20-bit page number 
and a 12-bit displacement that identi-
fies a cell within a page. We will think 
of a physical address as a page frame 
number and a displacement. Since the 
pages and page frames are the same 
size, the displacement from the virtual 
address can simply be copied into the 
displacement part of the physical ad-
dress. 

However, we have some work to do to 
translate the 20-bit page number into an 18-bit page frame number. In the example, the virtual 
page number is three. We look in entry three of the page table and find that the valid bit is a 
one, indicating that the page is already in real memory. We check the frame number from the 
page table and find that it is six. Virtual page three is stored in page frame six. The memory 
management unit copies this number into the frame part of the physical address, and the MMU 

 
112  When numbers are represented as a power of a base, multiplication and division can be accomplished by adding or subtracting 

exponents provided all numbers have the same base. 

 
Figure 6-7 

Translating a 32-bit virtual address to a 30-bit physical address 
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has mapped a 32-bit virtual address onto a 30-bit physical address. The memory hardware can 
now retrieve the desired cell.  

Remember, the idea that the Manchester researchers had was to separate the concepts of ad-
dress space and physical memory. Virtual memory allows programmers to use the entire ad-
dress space defined by the size of an address, regardless of the amount of physical memory 
present. 

In the example, we assumed that the page containing the needed cell was already in main 
memory. That doesn't always happen. A reference to a cell that's not in main memory is called 
a page fault. In case of a page fault, the MMU would have signaled an interrupt upon finding 
a zero valid bit. The operating system would read the page from disk into a free page frame, 
update the page table, and restart the instruction that caused the page fault. 

The process of reading pages in from disk only when they are needed is called demand paging. 
Pages are not loaded into page frames until there is a demand for them. 

A program typically starts with none of its pages in real memory. The first reference causes a 
page fault. Soon, however, all the pages needed for a given part of the program are in memory. 
This set of pages is called the working set. The composition of the working set changes over 
time as the program runs. 

The working set of a program is the amount of real memory necessary to satisfy the locality of 
the program at any given time. If the working set of a program is smaller than the available 
physical memory, the program runs nearly as fast as it would if it had free access to enough real 
memory for the entire program. If there is not enough real memory to hold the working set, 
page faults occur frequently, and the CPU spends more time moving pages around than it does 
running the program. This condition is called thrashing. The solution to the problem of 
thrashing is to add more main memory or to reduce the degree of multiprogramming, the 
number of processes running concurrently to reduce the demand for main memory. 

When there's no free frame − page replacement policy 

When a page fault occurs and there’s no free page frame, the operating system must make room 
for the new page by replacing a page already in main memory. The designer of a virtual memory 
system must decide on a page replacement policy to determine which page will get evicted from 
its page frame when there's no free frame. 
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Least recently used (LRU) is not a suitable replacement policy for cache because of the amount 
of time consumed by bookkeeping. Cache operations happen very fast. In virtual memory, 
things happen more slowly, and it's possible we can afford the effort required for LRU. 

An alternative is FIFO, or first-in first-out. The oldest page is evicted from its page frame, re-
gardless of when it was last used. The advantage of FIFO is that bookkeeping must only happen 
when a new page is loaded, and not every time a page is referenced. However, in 1969, László 
Bélády demonstrated that increasing the number of page frames, i.e., the size of main memory, 
could increase the number of page faults. The overhead of LRU may be worth it after all. 

The “dirty bit” in the page table tells whether the page has been modified while in main 
memory. If it has, it must be written to disk before a new page can occupy that page frame. If, 
however, the page is unmodified, it already matches what’s on the disk and can just be over-
written. 

How big is a page? 

Earlier we glossed over the problem of how big to make a page. No matter what we choose for 
a page size, most programs won't be an exact multiple of the page size. On average, half of the 
last page in a program will be wasted. Since the unused bytes in a page occupy space in a page 
frame when the page is loaded, we would like to minimize the waste, and this drives us toward 
smaller page sizes. Similarly, we find that the first and last pages in each part of the working set 
generate some waste, driving us to smaller pages. Smaller pages waste less main memory. 

However, each page requires a page table entry. Smaller pages mean more pages, and so more 
page table entries. Further, larger pages use I/O more effectively than smaller pages. As with 
much of the rest of computer architecture, the designer is faced with a set of trade-offs. 

Large address spaces and memories – multilevel page tables 

In the example above, we need a one million entry page table. That’s not entirely out of the 
question with a GiB of real memory, even though each process needs its own page table. For a 
processor that generates 64-bit addresses and uses four KiB pages, the page table would need 
252 entries, a very big number indeed.  

The solution is to make page tables sparse, that is to have only the entries needed. That is done 
with multilevel page tables. Instead of a 20-bit virtual frame number and 12-bit offset, the 32-
bit addresses in the example above could be divided into two ten-bit parts and a 12-bit offset. 
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The first ten-bit part points to an entry in a top-level page table. The top-level page table would 
be 210 or 1,024 entries long. Each entry in the top-level page table points to one of 210 second-
level page tables that contain the physical page frame number. The important part of this 
scheme is that not all second-level page tables are needed, and so not all of them will be in 
memory. Only the second-level entries for memory actually used by a program need to be pre-
sent. A program that uses one GiB of virtual memory needs only the top-level page table and 
perhaps as few as eight second-level page tables, the exact number depending on how memory 
is used. 

Most 64-bit operating systems of the 2020s use this technique with four or even five-level page 
tables. A few, such as some IBM operating systems use another technique called an inverted 
page table. An inverted page table has one entry for each page frame in real memory rather than 
one for each possible virtual page. We will not consider inverted page tables further in this 
book. 

Speeding up virtual memory – the translation lookaside buffer 

The page tables themselves are held in virtual memory, so every memory access requires two 
memory accesses, one for the item being read or written, and one for the page table. Even worse, 
it is possible to have a page fault trying to read the page table. 

The solution is to take further advantage of locality of reference. Just as locality of reference 
means that only a few pages of a process generally need to be in main memory at any one time, 
locality of reference means that only a few of the pages in memory will be highly active. A 
transaction lookaside buffer (TLB) that is generally a part of the memory management unit113 
holds a small number of page table entries for those very active pages. According to Tanenbaum 
(2001) there are rarely more than 64 entries in a TLB. When implemented as part of the MMU, 
the translation lookaside buffer is in associative memory. Associative memory means that all 
entries in the table can be searched in parallel. If the page table entry for the requested page is 
in the TLB, the MMU can return the page frame address directly and without a memory access. 
So, the translation lookaside buffer serves as a specialized cache for the page table. 

Updating the TLB is very similar to updating the pages in real memory. If there is no hit on a 
requested page in the TLB, one entry is evicted and an entry is made for the page just accessed. 

 
113 Some RISC processors use software to manage the TLB. 
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  Management of Other Resources 

The operating system can give exclusive control of some devices, like optical drives and com-
munication ports to application programs. The screen, keyboard, and pointing device are nec-
essarily shared in a multiprogramming system that uses a graphical user interface. Screen 
sharing is accomplished by assigning a window to an application program. The application 
program controls the contents of the window, but the operating system handles the placement 
of the window in the screen. The user can control how the windows are arranged by providing 
input to the operating system, usually by dragging and resizing windows. 

The operating system controls the keyboard and pointing devices. Information is passed to an 
application program through the mechanism of a window having focus. Only one window at a 
time can have focus, and input from keyboard or pointing device is passed to the application 
program owning that window. 

Printing presents a special problem because it is reasonable for more than one application to 
produce printed output concurrently. Sending two or more concurrent streams of data to the 
same printer would produce unwanted results. This problem is solved by a process called spool-
ing114. The operating system intercepts the application program’s printer output and saves the 
data to disk. Each application program has its own spool queue in which its printed output is 
stored. When the application program ends, or signals the end of printing, the operating system 
waits until the printer is free and sends data from the queue on disk to the printer. Operating 
systems can manage more than one physical printer, each with its own physical characteristics. 
Most operating systems provide controls to manage printing priority, distribute print jobs to 
multiple printers with the same capabilities, and to delete jobs from the print queue. 

Deadlock 

One resource allocation problem that operating systems must address is that of deadlock. 
Deadlock is the circumstance where each of two processes holds a resource needed by the other, 
and neither can continue execution. For example, two processes together consume all available 
memory. If each process then needs additional memory, neither can continue. 

 
114 The name spooling likely comes from SPOOL, an acronym for Simultaneous Peripheral Operations Online, an early form of 

multiprogramming from IBM in which an application program and a “spooler” program ran concurrently. The operating 
system could capture data destined for slow devices like printers or card punches and send it to magnetic tape. From there the 
spooler program could send the data to the printer while another application program ran. Spooling was also used to capture 
input data from slow devices like card readers so that application programs could read the data from magnetic tape. 
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If the resource causing deadlock is preemptable, the operating system can preempt one of the 
processes, allow the other to run, and finally allow the preempted process to continue. In the 
example above, memory is a preemptable resource. The operating system can swap one process 
to disk allowing the other to continue, and later swap the preempted process in. Many re-
sources, such as optical storage, cannot be preempted. 

Operating systems can prevent deadlock by requiring each process to request all resources it 
will need before allocating any resources. This approach precludes processes from dynamically 
acquiring resources as needed. 

Andrew Tanenbaum (2001) describes the “ostrich approach,” namely allowing deadlocks to 
occur and requiring manual intervention to resolve them. 

   Tuning and Limits on Throughput 

Throughput is the amount of work performed by a computer system in a given time. For trans-
action processing systems such as online banking systems, throughput is often measured in 
transactions per second, or TPS. Other systems might use other measures. Sometimes relatively 
minor changes, called tuning. can improve the throughput of a computer system. Most oper-
ating systems provide measurement tools that tell the percent of utilization for major resources 
such as the CPU and memory. Tuning should start with those resources at or near 100% utili-
zation. 

Magnetic disks are a special case when tuning. They are usually the slowest storage devices 
attached to a computer, and the slowest operation for a magnetic disk is the seek operation, 
moving the disk heads from one track to another. If you have many applications using the disk, 
or one application that generates many disk operations, the disk could be a bottleneck. Replac-
ing a magnetic disk with a solid-state disk can sometimes produce a dramatic improvement. If 
that isn’t possible, installing an additional disk drive and moving some data to the second drive 
might be of help. For example, putting a database management system’s data on one drive and 
the indices on another can improve performance by reducing seek time. 

Virtual memory is a special consideration when tuning disk access. As we saw in section6.3.4, 
if the amount of available real memory is less than the sum of the working sets of the active 
applications, the system enters a state called thrashing when more time is spent moving data 
between memory and disk than in doing actual work. In that case, increasing the size of real 
memory might relieve a disk access problem.  
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In considering CPU-bound applications, it is important to take into account the number of 
cores in the CPU chip since each core is effectively a CPU. Unless an application is specifically 
written to take advantage of multiple cores, it will use only one. So, if you have an application 
that reports using 25% of the CPU on a four-core machine, it is likely that that application is 
CPU bound. A faster CPU might help, as might rewriting the application. Also remember the 
advice of Grace Murray Hopper: ““In pioneer days they used oxen for heavy pulling, and when 
one ox couldn’t budge a log, they didn’t try to grow a larger ox.” Instead, they used a team of 
oxen. If an application’s workload can be divided among two or more computer systems that 
might be the most scalable way to address the bottleneck. 

Although there is at least as much art as science in system tuning, one more bit of advice from 
Hopper is appropriate: “One accurate measurement is worth a thousand expert opinions.” 

  Virtualization 
Modern CPUs are very fast. Maximizing the use of the CPU means keeping it busy nearly all 
the time, but CPUs in server environments are frequently idle. The computing environment in 
industry is likely to consist of many computers doing different things, and even running differ-
ent operating systems. Multiple computers increase expense and complexity with concomitant 
management difficulties. 

In a computer system, the hardware and operating system together constitute a virtual machine 
because together they expose to application programs services not provided by the hardware 
alone. The same hardware with a different operating system exposes different services. This is 
easy to see when you consider running Windows or Linux on the same hardware. The services 
available to applications are very different depending on which operating system is chosen. We 
said in Chapter 0 that hardware and software are logically equivalent and repeated it again in 
this chapter. We can use this logical equivalence to expose more than one set of services at the 
same time to get multiple virtual machines on the same hardware and at the same time. 

Virtualization allows running more than one operating system on a single computing platform. 
It can help accommodate the fact that different applications may need different operating sys-
tems or different operating system configurations. That reduces hardware expense and hard-
ware complexity. It also reduces hardware operating cost, including the cost of space, cooling, 
and power. The penalty is increased software complexity and sometimes increased software 
expense. 
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In addition to allowing multiple and different operating systems on a single hardware platform, 
virtualization provides a safe platform for testing. In the event of difficulty, the virtual machine 
can simply be deleted. In a multi-client environment, giving each client a separate virtual ma-
chine may improve security. 

  Native and Hosted Virtualization 

In this context, a virtual machine is a simulated physical computer, capable of running an op-
erating system and application software. The software that allows for instantiation of multiple 
virtual machines with multiple operating systems is called the hypervisor115 or virtual machine 
manager, VMM. The term physical machine refers to the actual hardware. Guest operating sys-
tem refers to an operating system running on a virtual machine, and host operating system refers 
to one running on the physical machine and supporting a hypervisor. 

There are two main approaches to virtualiza-
tion. In one approach, called type I or native 
virtualization, the hypervisor runs directly on 
the physical machine. Figure 6-8 shows type I 
virtualization with the hypervisor running di-
rectly on the hardware and with access to the 
firmware. The firmware is not visible to appli-
cation programs, but is necessary for starting 
the system, and may include functions used by 
the operating system or hypervisor. 

 Native virtualization systems are typically used with servers, with the goal of improving the 
execution efficiency of the hardware. The efficiency comes from the fact that one fewer layers 
of software is needed. They are arguably also more secure, as they have fewer additional layers 
than the alternative hosted approach. 

 
115 Early operating systems were called supervisor programs. By extension the program that runs supervisors must be a hypervisor. 

 
Figure 6-8 

Type I, native virtualization 



Programming and Computer Software 237 
 

 
 

In type II, or hosted virtualization, the hypervisor runs 
as an application under an operating system that pro-
vides the interface to the hardware. The hypervisor, or 
VMM runs as an application on the host operating 
system. When most applications are for the host oper-
ating system, they can run without the overhead of vir-
tualization. The same hardware can still support other 
operating systems and applications that require them. 
For example, a computer running Windows 11 may 
also need access to Linux or an older Windows version 
from time to time.  

Hosted virtualization systems are more common in 
client or single-user computer systems, where they run along with other applications on the 
host operating system and are used to support applications for alternate operating system ver-
sions or types. This may result in increased security concerns since the hypervisor has the same 
access as any other application on the computer. Further, the hypervisor is exposed to any se-
curity vulnerabilities in the host operating system. Hosted virtualization works best when the 
guest operating systems are used lightly or infrequently. 

In either type of virtualization, the virtual machine manager must share the resources of the 
hardware among the guest operating systems. Memory can be handled with separate virtual 
memory spaces and the CPU scheduled as with a single operating system. Disks can be physi-
cally partitioned, or each guest operating system can get a virtual disk that appears as a single 
large file to the underlying system. Network access can be handled with separate physical net-
work devices for each guest operating system, or the hypervisor can provide virtual network 
devices. In the latter case, the hypervisor is responsible for routing packets among the virtual 
network adapters and to and from the physical adapter. Devices like optical drives are usually 
allocated to one guest operating system, with the allocation changes as needed. 

  Planning for Virtualization 

Virtualization can reduce hardware complexity and operating cost, but if not implemented and 
managed carefully, can lead to out-of-control software complexity. Proper planning is the key 
to smooth implementation and operation. 

 
Figure 6-9 

Type II, Hosted Virtualization 
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Defining the goals of a virtualization project is the first step in planning. Are the goals maxim-
izing hardware utilization, providing security by isolating multiple clients, providing a testing 
environment, being able to run infrequently used but necessary applications, or something else? 
There will likely be more than one goal but deciding on the important ones will drive the rest 
of the choices. 

Once the goals are defined, it will be possible to list the host operating systems and applications 
that will be virtualized. Not everything that can be virtualized should be. For example, a partic-
ularly resource-intensive application might be better left on a server of its own. If virtualized, it 
is certain to run more slowly and bog down other applications on the same physical hardware. 
Similarly, applications that need specialized hardware, such as document scanning in volume, 
may not be good candidates for virtualization. Certain key services such as an Active Directory 
Domain Controller or a Domain Name System server may not be good candidates for virtual-
ization because so many other services depend on them. There are programs that will not run 
at all in a virtual environment and others with license restrictions that may make virtualization 
uneconomical. 

Are all applications supported in the selected virtual environment? Which ones are not? 

The choice of virtualization software will drive many of the other decisions in implementing 
virtualization. The choice of guest operating systems and applications to be virtualized may 
influence the choice of virtualization software, so those two activities are somewhat iterative. 
There are many choices of virtualization software, both free and paid, and the choices change 
frequently.  

Virtualization may streamline hardware configurations but is unlikely to decrease the hardware 
budget. The hypervisor adds a new layer of software complexity for which systems administra-
tion staff must be trained. Successful use of virtualization requires careful planning, training, 
and careful implementation. 

  Database Management Systems 
Early business applications operated on data as files, collections of usually fixed-length fields 
organized into usually fixed-length records. Such files were stored on tabulating cards or mag-
netic tape, and later, on magnetic disk. Programs were closely coupled to the structure of the 
file, and changing the file structure meant changing every program that used that file. File pro-
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cessing systems often duplicated data, storing the same information in two or more places. Du-
plication provides an opportunity for inconsistency. For example, if an address field is stored 
in two different files, there’s an opportunity for one but not the other to be updated. There is 
no longer one answer to “what is this person’s address?” 

Database management systems attempt to make programs independent of data definitions, im-
prove data sharing, reduce program maintenance costs, and enforce consistency. A database is 
an organized, self-defining collection of logically related data accessible both directly through 
a user interface and by application programs through an application program interface. Data-
bases are self-defining because the definitional metadata are stored in the database along with 
the application data. The organization depends on the database model used. 

One of the earliest database management systems was IBM’s Information Management System, 
IMS. The original IMS design was to produce a bill of materials for a spacecraft. A bill of mate-
rials is inherently hierarchical, with the finished product, in this case a spacecraft, at the top of 
the hierarchy. Below are the sub-components, sub-sub-components, all the way down to indi-
vidual nuts, bolts, and other parts. IMS worked very well in hierarchical applications but fit less 
well in other applications. 

The other early database model was the network model, also called the graph model or 
CODASYL model. It was invented by Charles Bachman and adopted by the Conference of Data 
Systems Languages Database Task Group in 1969. The network model is more flexible than the 
hierarchical model but requires the database designer to specify connections between data 
items. 

  The Relational Database Model 

Edgar F. (Ted) Codd applied the mathematics of set theory to the problem of data modeling 
and, in 1970 published “A Relational Model of Data for Large Shared Data Banks” in the Com-
munications of the ACM (Codd, 1970). As a result of this work, the Association for computing 
Machinery presented Codd with the Turing Award in 1981. 

In the relational model, a data system is modeled as entities which are noun-like things such as 
department or employee, and the relationships116 between them. Relationships can be one to 

 
116 Do not confuse relationship with relation. In the relational model a relation is represented as a table. Relationships are the 

connections between relations. 
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one, one to many, or many to many. Each entity is represented in the database as a table of rows 
and columns. For each table, one or more columns comprise a primary key and the presence 
of the primary key makes each row unique. 

In the data modeling stage, entities are changed to normal forms117 which prevent anomalies 
by removing duplication of data. For example, if a table of employees included the department 
name for each employee, it would be necessary to change the rows for every employee in a 
department if the department name changes. It would also be possible to have different names 
for the same department, for example “IT” and “Information technology.” That is referred to 
as an update anomaly.  

With the table described above, deleting the last employee of a department makes the depart-
ment itself cease to exist. A deletion anomaly exists when deleting something also removes 
something that should not be deleted. If orientation date is required for an employee row, one 
can’t add an employee who has been hired but not yet assigned an orientation date. That’s an 
insertion anomaly. 

Continuing the example, we would remove the update and deletion anomalies by normaliza-
tion. We would design the database with an employee table and a separate department table. 
The primary key of the employee table might be an employee number and the primary key of 
the department table might be a department number. Now the department name exists only in 
one place, in a row of the department table. Employees are assigned to departments by includ-
ing the department number in the employee row. The department number in an employee row 
is called a foreign key. The insertion anomaly is resolved by allowing the orientation date to be 
null. 

Normalizing the data in this way allows the database management system to enforce integrity 
constraints on the data. If department number is identified as a foreign key in the employee 
table, the database management system can prevent assigning an employee to a non-existent 
department. That is a referential integrity constraint. 

A relational model database management system can do much more than you see in this brief 
description and comes with a solid mathematical foundation; we can prove things about a re-

 
117  A normal form is a named step in the process of normalization of data, that is the process of removing anomalies. For example, 

a database in third normal form is free of most insertion, update, and deletion anomalies. 
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lational database design. The relational model comes with a non-procedural language for re-
trieval from the database, the Structured Query Language, or SQL.118 

There is a cost tradeoff, though. Continuing the example, producing a report of employees list-
ing department names requires getting the department name from a separate table from the 
employee information. In the language of the relational model, that’s called a join, and joins are 
relatively expensive in both CPU time and I/O operations. For that reason, the relational model 
was not widely adopted until the operation of Moore’s Law increased computing power enough 
to make it practical. 

 The Structured Query Language, SQL 

Part of Codd’s design of the relational model was a query language, SQL, to operate on rela-
tional databases. SQL has components for data definition, data manipulation, and data control. 
The data definition component provides mechanisms for creating databases and tables, modi-
fying them, and deleting them. The data control mechanism provides for protecting databases, 
including setting limits on what operations a user is allowed to perform. 

The largest part of SQL is the data manipulation component. It provides for adding, updating, 
deleting, and retrieving data from the tables that form a relational database. It includes four 
important SQL operations, INSERT, UPDATE, DELETE, and SELECT. The INSERT operation adds a 
row to a table. The UPDATE operation modifies an existing row, and the DELETE operation re-
moves a row. 

The SELECT operation implements queries; it retrieves data from a database. It is the most used 
and most complex of the SQL operations. A very simple example might be  
SELECT NAME, DEPARTMENT FROM EMPLOYEES WHERE CLASS = 'FACULTY" AND RANK = 

'PROFESSOR' ORDER BY LAST-NAME, FIRST-NAME; 
Such statement would select all faculty members with rank of professor and list them in alpha-
betical order by last name, then given name. 

Much more complex applications of SELECT are possible and even usual. Continuing with the 
example above. The “employees” table would likely contain a department number, with the 

 
118 SQL is often pronounced “sequel.” The language was originally named Structured English Query Language, SEQUEL, by IBM 

but the name was changed because of a trademark conflict. 
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department name being in a table of departments. Using SELECT one could perform a join op-
eration on the employees and departments tables to allow listing the department name rather 
than the number. 

  The ACID Properties 

For many applications database management systems must have four properties collectively 
called by the acronym ACID. 

The A of ACID is atomicity. Some things we do with databases may require more than a single 
database operation. In a banking application processing a check might require removing $100 
from Smith’s account and adding $100 to Jones’s account. Those two operations would be 
packaged as a transaction. Transactions are either committed if all operations succeed or rolled 
back if any operation fails. The property of atomicity guarantees that all operations in the trans-
action either succeed or fail as a whole, and if any operation in the transaction fails the state of 
the database is as it was before the transaction was attempted. 

The second property is consistency. A transaction leaves the database in a consistent state, that 
is, one that satisfies all the constraints of its design. 

The third property is isolation. A transaction must be isolated from other transactions until it 
is committed; it can neither interfere with other transactions nor be visible to them until com-
mitted. Specifically, isolation means that write operations made within a transaction are not 
visible outside the transaction until the transaction is committed. Locking prevents two con-
current transactions from operating on the same data. 

The final property is durability. Once a transaction is committed it persists in the database and 
can be recovered if there is a database failure. Recovery is generally implemented by writing 
journal records, before and after images of the database, for each transaction that changes the 
database. The journal records can then be applied to an earlier backup copy of the database. 
That process is called forward recovery and can recover the database to the exact point of failure. 

The four ACID properties say that transactions are atomic, consistent, isolated, and durable. 

Why are the ACID properties so important in some applications? It makes little or no differ-
ence that a Google query made in the United States does not retrieve a relevant page added to 
Google’s database in Dublin, Ireland a few seconds earlier. It makes a huge difference if an 



Programming and Computer Software 243 
 

 
 

airline’s system does not immediately record the fact that the seat you are trying to reserve was 
sold to a customer in Dublin a few seconds earlier. Processing transactions in strict order is 
called serializing them, and it is something mainframes do very well. Mainframe computers run 
airlines, banks and other financial institutions, and other businesses with both high transaction 
volumes and the need to serialize those transactions. 

  NoSQL Databases 

Relational database management systems do several things very well at the cost of overhead in 
CPU time and I/O operations. As the number of rows in a database grows from hundreds of 
thousands to millions and then billions, that overhead becomes significant. Database manage-
ment systems that optimize performance have emerged in the first decades of the 21st century. 
These are sometimes called NoSQL databases 

, that term being interpreted literally as no SQL, that is no relational properties, or “not only 
SQL.” 

There are four major classes of such databases, key-value databases, graph databases, docu-
ment-oriented databases, and wide-column databases. 

Of those, key-value databases may be the easiest to understand. A unique key identifies a value, 
and that value can be retrieved using the key. The value part is unstructured with respect to the 
database management system. It might be a web page, an image, a video, or a document like a 
book or article. It could also have an internal structure such as a JSON array, but that structure 
isn’t visible to the database management system. 

The graph database is the network model database mentioned in the introduction of this chap-
ter. In mathematics, a graph is a collection of nodes connected by edges. In the graph model 
database, the nodes hold the information we called entities earlier, and the edges that connect 
nodes model relationships. In the employee/department example earlier, there is no direct119 
way to assign an employee to more than one department. In the graph model, employee and 
departments would be nodes, but a single employee could be connected to more than one de-

 
119 In the relational model, allowing one employee to work in more than one department generates a many-to-many relationship 

between the employee table and the department table. There can be many employees in one department, and an employee can 
work in many departments. This is accomplished with a helper table called an associative entity. 
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partment. The connections, the edges of the graph, are called relationships, and a single em-
ployee could be connected to multiple departments using multiple edges. The edges have di-
rection, and in this case the direction is from employee to department. The relationship is 
“works in.” Some graph databases allow the relationships to have numerical values. With such 
a database, we could say that a particular employee works 25% for marketing and 75% for sales. 

In a document-oriented database, a document is a set of structured data such as a JSON object, 
but the different documents in the database need not have the same structure. Document-ori-
ented databases provide for fast retrieval by eliminating the join operations of relational data-
bases by denormalizing data. To continue the example, department name would be stored in 
the document for every employee. Enforcing consistency of department names becomes the 
responsibility of the application and changing a department name or other denormalized value 
requires updating each place it appears. For example, changing a department name from 
“Maintenance” to “Building Services” would require updating the record of every employee in 
the Maintenance department. 

Wide column databases define tables of rows and columns, but the database is stored column 
wise on disk, not row wise. 

  Summary of Learning Objectives 

This section of the chapter tells you the things you should know about, but not what 
you should know about them. To test your knowledge, discuss the following concepts 
and topics with a study partner or in writing, ideally from memory. 

The general-purpose nature of computers requires software to adapt them to specific purposes. 

There exist classes of problems that are either undecidable or intractable. Some intractable 
problems have heuristic solutions. We express the time or space complexity of a problem using 
Big-O notation. 

Large software projects often have major problems. Software engineering seeks to mitigate 
those problems but lacks the foundations of classical engineering disciplines. High level and 
fourth generation languages address some, but not all, the difficulties of software development. 
Software projects may also benefit from specialized development environments and version 
control systems. 
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High level languages require translation. There are three major mechanisms for translation of 
computer languages. 

Operating systems provide an abstraction layer between the hardware and application pro-
grams. A robust multiprogramming operating system places demands on the hardware and 
requires three specific features. Multiprogramming operating systems allow multiple applica-
tions to run concurrently, allocating machine resources to each project. Because magnetic disks 
are slower than the CPU, the operating system may also attempt to optimize disk operations. 

The operating system provides mechanisms for allocating space on magnetic or solid-state 
drives, for managing free space, and for organizing data.  

The operating system is responsible for managing memory and allocating memory to processes. 
Memory management often includes virtual memory. The operation of virtual memory de-
pends on certain properties of von Neumann architecture computers. These properties allow 
definition of a working set as the amount of memory a program needs to function with minimal 
overhead. If the working set cannot be satisfied, a type of performance degradation with a spe-
cific name occurs. A virtual memory system keeps track of the contents of memory using spe-
cial tables that may become large for large memories. A virtual memory system must choose an 
algorithm for page replacement and may employ a translation lookaside buffer. 

The operating system manages activities like printing and other resources such as optical 
drives. Operating systems may attempt to avoid deadlock or handle deadlock conditions. 

There exists software that will virtualize entire CPUs, allowing multiple operating systems and 
their applications to run on a single hardware system. Such software is of two basic types. 

Database management software is separate from the operating system and provides a mecha-
nism for managing complex datasets. A robust database management system provides four 
specific properties. Many database management systems depend on a particular design model, 
although systems for large databases often depart from that model. There is an important spe-
cial-purpose language for use with databases. 
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