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Chapter 7  
Information Security  

“The question to ask when you look at security is not whether this makes us safer, 
but whether it's worth the trade-off.” 

—Bruce Schneier 

Not a day goes by without news of a computer 
security failure: data leaked or breached, files 
encrypted and held for ransom, financial or 
other credentials cracked. These failures are, or 
should be, preventable.  

Everyone who works in the information tech-
nology field or works with information tech-
nology to accomplish their jobs has some 
responsibility for security. In the United States 
and elsewhere, Federal and state laws may im-
pose obligations with regard to information se-
curity. This chapter introduces the concepts, 
terminology, principles, and practices of infor-
mation security. It will help prepare you for 
one or more courses in information security, or 
to understand the concepts as you use infor-
mation technology. 

The foundation of an information security program is an information security 
policy that describes which information assets are to be protected and the con-
straints on the use of those assets. 

 
Figure 7-1 

 Blaise de Vigenère, French  
diplomat, cryptographer, 

 and alchemist 
© Trustees of the British Museum 
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  What Does “Secure” Mean? 

A system is secure if it “does what it is intended to do and nothing else.” 
(Pfleeger & Pfleeger, 2006) 115  

That captures a big idea in a very few words. Every security failure is the result 
of a computer system doing something other than what was intended.  

Through unpatched software and configuration errors, Kennesaw State Uni-
versity’s Center for Election Systems allowed some 6.5 million voter records to 
be available on the Internet although the records were intended to be confiden-
tial. 116 (Torres, 2017) 

Sometimes, failure of intentionality is more subtle. Microsoft designed the 
Windows Metafile graphics format to include executable code that was run 
when an image was viewed. That was for Windows 3.0, released in 1990, when 
there was little thought of connecting personal computers to the Internet. In 
late December, 2004, malicious actors discovered that they could execute arbi-
trary code on victims’ computers if the victim simply viewed a specially-crafted 
image with a Web browser. Microsoft absolutely intended that displaying WMF 
images would cause code to be executed. What they did not intend was for ma-
licious actors to exploit this capability to do damage. 117 

The Windows Metafile example shows that the intended use of computer sys-
tems must be specified carefully and in depth. That is done through the estab-
lishment of security policies, as discussed below. 

Often when people think of information security, they think of malicious ac-
tors, or “hackers.”  As the examples above show, security problems are at least 
as likely to occur from error. A well-designed information security program 
protects against error, environmental failure such as a power outage, and other 
inadvertent causes as well as malicious attack. 

 
115  Simson Garfinkel and Eugene Spafford wrote much the same thing in Practical UNIX Security in 1991: 

“A computer is secure if you can depend on it and its software to behave as you expect.” 

116  The Center for Election Systems was formerly operated by KSU under a contract with the Georgia state 
government. 

117  Microsoft released a patch for the vulnerability on January 6, 2005. 
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  Properties of a Secure System 
There are three principal properties of a secure information system: confiden-
tiality, integrity, and availability. The essence of security is protecting these 
three properties. Of course, there’s a lot more to security than three things, but 
the tools focus on protecting one or more of those three properties. 

  Confidentiality 

Confidentiality is the condition that information is not revealed to unauthor-
ized parties. An organization’s information security policy must identify what 
information is confidential and who is authorized to have access to that infor-
mation. 

Confidentiality and privacy 

Privacy can mean freedom from surveillance or the right to control infor-
mation about oneself. The first definition addresses things like license plate 
readers and facial recognition systems. The second definition addresses things 
like financial, student, or patient databases. It can also address the data collected 
by surveillance systems. 

Organizations may have a legal, contractual, or moral duty to defend the pri-
vacy of those whose information they collect and store. This duty is fulfilled by 
maintaining the confidentiality of such information, but privacy itself is not ad-
dressed by information security. Privacy is addressed by law, contract, and 
moral obligation. 

  Integrity 

Integrity is a measure of how much we can trust data, software, or systems. 
Since integrity is a measure of “how much,” it is much harder to quantify than 
confidentiality. 

Data integrity is the state that information agrees with the source from which 
it was derived and has not been altered or destroyed in an unauthorized matter. 
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As with confidentiality, the information security policy describes how and by 
whom data may be changed or destroyed. 

Origin integrity tells how much we trust that information came from the 
source it is supposed to have come from.  

Program integrity tells how much we trust a computer program to do what is 
intended and how certain we are  that  it  hasn’t  been  modified  in  an  unau-
thorized  manner. 

  Availability 

Availability is the property that information systems are available to authorized 
users when and where needed. Availability is usually defined in terms of “qual-
ity of service,” in which authorized users are expected to receive a specific level 
of service stated in terms of metrics like uptime and response time. 

  Properties, States, and Controls:  
the McCumber Model 

John McCumber (1991) proposed a model for in-
formation security that relates the three properties 
– confidentiality, integrity, and availability – to the 
states of information and the controls that can be 
applied to protect the three properties. 118  The 
premise of the McCumber 
Model is that to develop an effective information 
security program, one must consider the proper-
ties of information security, the states of infor-
mation, and the controls available, and not focus 
on one or a few items. 

 
118  The original illustration had a 3 × 3 grid on each visible face of the cube. “People” was labeled “Education, 

training, awareness,” and the three sets of labels were on different faces. 

 
Figure 7-2  

The McCumber Model 
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The states of information are transmission, storage, and processing. The 
McCumber Model shows that the properties of confidentiality, integrity, and 
availability must be protected for all three states of information. 

On the last face of the cube are the types of controls available: policy, technol-
ogy, and people. The McCumber Model shows that all three control types 
should be applied to all three properties. The McCumber Model helps us think 
about information security in three dimensions. 

The “people” part to the controls dimension refers to those who use or are re-
sponsible for the organization’s information assets. Assuring that everyone un-
derstands their responsibilities with respect to information security and also 
has the knowledge to fulfill them is an important part of an information security 
program. 

  Other “Properties” 

Some authors discuss “properties” in addition to confidentiality, integrity, and 
availability. Among them are non-repudiation, authentication, and auditabil-
ity. 

Non-repudiation means that someone cannot effectively deny supplying data, 
sending a document, or taking an action. Non-repudiation is a consequence of 
high origin integrity. If one has high confidence in the origin of a document or 
other information, it is difficult or impossible to deny having supplied the doc-
ument or information. 

Authentication and auditability are controls rather than properties. An authen-
tication mechanism requires a subject to prove identity before being granted 
privileges on a system. Auditability is a control on integrity. If a system main-
tains a secure record of all changes, it becomes possible to answer the question, 
“Was this changed, and if so, when and by whom?” 

  Goals of an Information Security Program 

An information security program must have three goals: prevention, detec-
tion, and response. 
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Clearly, the first goal of an information security program is to prevent disclo-
sure, alteration, or denial of the information resources being secured. 

News reports of information security failures often include information that an 
intrusion or other attack started months before it was discovered. We must ac-
cept that not all security incidents will be preventable. An effective program will 
have mechanisms in place to detect security failures as they occur or soon after. 

Once a security incident has been detected, it is too late to plan a response. Ad 
hoc responses lead to mistakes. Instead, an effective information security pro-
gram plans response and recovery in advance of incidents occurring and tests 
the plans. 

The three goals are addressed through policy, technical controls, and proce-
dures, as shown by the McCumber model. An effective program provides for 
defense in depth. That means multiple layers of defense, the failure of any one 
of which will not compromise the asset being protected. For example, firewalls 
and anti-malware software can be deployed to prevent files from being en-
crypted by ransomware. An effective system of backups, stored where they are 
safe from infection, provides a recovery mechanism if prevention fails. 

  Policy, Controls, and Procedures 
Every information security program must be grounded in an information secu-
rity policy that describes the intended use of the system, including what infor-
mation assets are to be protected and the constraints on the use of those assets. 
The definition of a secure system is one that does not violate the organization’s 
security policy. That means the policy must fully and correctly capture the se-
curity requirements of the organization. The policy describes the “what” of in-
formation security and should be technology neutral.  

For example, a policy might state, “Student grades are to be viewable by the 
student, by the student’s parents or guardians if the student is under 18, and by 
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university employees or agents with a legitimate educational purpose to have 
access to grades.” 119 

Procedures describe how people should implement policies and might relate to 
how technical controls are implemented and used. Given the example above, 
those employees or agents who should have access to grades might have a value 
set in their university login records. There would be specific procedures for set-
ting and removing that value. Procedures, along with technical controls, de-
scribe the “how” of information security. 

Technical controls include things like access control mechanisms for logging 
in, firewalls, anti-malware software, and access control lists that provide fine-
grained control of access to information technology assets. 

Information security policy should be developed based on a risk assessment, as 
described in Section 7.5. Policies and technical controls can be developed from 
industry best practices and adjusted for the organization’s own assessment of 
assets and risks. In evaluating best practices, it is important to be sure those 
adopted meet the requirements of the organization.  

One of the best lists of requirements for procedures and controls was published 
nearly 50 years ago. (Saltzer & Schroeder, 1973)  Here is their list, with brief 
comments by this author: 

• Economy of mechanism: Simple controls and simple procedures work best.  
• Fail-safe defaults: Policies, procedures and controls list those things that 

should be allowed, and controls must deny everything else. A mistake will 
cause access to fail, and the subject whose access fails will complain. Trying 
to list those things that should not be allowed is a recipe for disaster. Marcus 
Ranum called that “enumerating badness.”  (Ranum, 2005) 120 

• Complete mediation: Control mechanisms must check every access to an 
information asset. 

 
119  This isn’t enough for a comprehensive policy. The policy must also describe who can record grades and 

who can change grades after they have been recorded. 

120  Dr. Ferrol Sams described enumerating badness this way: “He’s not a bad boy, he minds well; I just can’t 
think of enough things to tell him not to do.” (Sams, 1982) 
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• Open design: A protection mechanism must work even when an attacker 
knows the design of the mechanism. This was first stated as Kerckhoffs’ 
Principle by Dutch cryptographer Auguste Kerckhoffs in the 19th cen-
tury. 121  Depending on keeping the design of a security mechanism secret 
is called “security by obscurity” and it fails as soon as a malicious actor 
learns the mechanism. 

• Separation of privilege: A mechanism that requires two actions is safer than 
a mechanism requiring only one. This is a kind of defense in depth. An 
example is two-factor authentication, a login that requires both a password 
and a security key. Compromise of either one alone will not allow access. 

• Least privilege: Users of information assets should have access to those re-
sources required to do their jobs and nothing more. 

• Least common mechanism: Controls protecting multiple assets must meet 
the requirements of the asset needing the most protection. The implication 
is that assets needing different levels of protection should have separate, 
independent controls. 

• Psychological acceptability: Protection controls should be so easy and so 
natural that they are routinely used correctly. 

  Assets, Risks, and Risk Management 
The existence and use of information technology assets creates risks to those 
assets. Consider an automobile as an example. A car parked in a secure garage 
can be crushed and destroyed by a falling tree. It’s rare, but it can and does 
happen. Driving the car increases the risk by exposing it to threats like collision. 
The same thing is true of information technology assets. An information secu-
rity program involves identifying the organization’s information technology as-
sets and the threats to those assets, then managing the risks present. 

  Identifying Assets and Threats 

The threats to information assets are failures of the three properties of a secure 
system. Disclosure is the threat that compromises confidentiality, alteration 
compromises integrity, and denial compromises availability. 

 
121  Claude Shannon restated this in 1949 as “assume the enemy knows the system.” 
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An organization’s information technology assets can be broadly classified as 
hardware, software, data, documentation, people, and infrastructure.  

People from all parts of the organization should be involved in building the list 
of assets because there are likely to be information assets unknown to the infor-
mation technology department. The inventory of assets should be reviewed 
each time an information system is put into production or decommissioned 
and also at regular intervals. 122  Asset identification should include the asset 
name, use within the organization, and asset owner. The asset owner is the per-
son or position in the organization authorized to set policy for the asset. Users 
of the asset must also be identified. If there is an asset custodian, often the in-
formation technology department, identify the custodian. Depending on the 
type of asset, one may need to collect things like manufacturer name and serial 
number. 

When the asset list has been developed, and each time it is reviewed, a list of 
threats to the asset should be produced or updated. As with asset identification, 
this works best if people from throughout the organization participate.  

  Risk Management 

A risk is the probability that a threat is realized and damages the asset. Risk 
management is the process of identifying and controlling the risks facing an 
organization. In the insurance industry, risks are characterized by annualized 
loss expectation, or ALE. The ALE is the cost if a threat is realized multiplied 
by the number of times the threat is expected to be realized each year. The mul-
tiplier will be a fraction for events expected to happen less frequently than once 
a year. To continue with the automobile example, your insurer does not know 
whether you will be in an accident next year, but they know to several decimal 
places how many people of similar age, sex, driving record, and type of car have 
been in accidents in the past. They know how much it cost to pay the resulting 
claims. They use that information to compute an ALE for you and use that to 
price your insurance. 

 
122  In an earlier career, the author conducted an annual asset review as part of the preparation for each year’s 

financial audit. 
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It is important to remember that the ALE is applicable only over numbers of 
similar assets. For any given asset, the annual cost is zero if a threat is not real-
ized and is the full economic cost if a threat is realized. 

It is seldom possible to be this precise in an information security program be-
cause there’s not sufficient data. It may be necessary to characterize the proba-
bility of a risk being realized as low, medium or high. It is worthwhile to try to 
put a dollar range on the cost of a risk being realized. 

Risks are classified along several dimensions: 

• Direct or indirect risks 123 
• Risks to information 
• Environmental risks 
• Physical risks. 

With risks classified, it is possible to design policies, technical controls, and 
people controls like procedures to reduce the risks. 

Figure 7-3 provides 
guidance on which 
controls to design and 
implement first. 
Clearly, one should ad-
dress those risks with 
both a high probability 
of occurrence and a 
high cost if the threat is 
realized. However, Fig-
ure 7-3 does not ac-
count for the cost of 
controls. It may be advantageous to implement some less important controls 
early in the process if they are easy and cheap. It may also be necessary to forego 
some controls entirely if their cost or technical complexity exceeds what the 

 
123  Direct risks compromise the asset itself if realized; indirect risks are things like business interruption, 

damage to reputation, and legal liability. 

Figure 7-3 
Priority of designing and implementing controls. 



Information Security Concepts 

285 
 

organization can support. Such an analysis is called a cost-benefit analysis. 
Cost-benefit analysis compares the financial benefit of adding a control (itself 
determined by risk of loss) with the cost of proposed controls. 

As controls are implemented, the level of risk will decrease, but it will never 
reach zero. The remaining risk is called residual risk. The purpose of an infor-
mation security program is to reduce residual risk to a level compatible with the 
organization’s resources and tolerance for risk. 

  Identification, Authentication, and Access Control 

In this discussion, we use principal to refer to a unique entity, perhaps a person 
or an information system. An identifier specifies a principal with respect to an 
information system. Each of you probably has several identifiers, things like 
logins to various systems. Your legal name is an identifier.  

Depending on the security requirements of a system as expressed in policy, a 
process of identity proofing may be necessary. Identity proofing is assuring 
that the claimed identity of a principal is correct. The documents necessary to 
get a driver’s license are a form of identity proofing. 

Authentication is the binding of a principal to a specific identifier internal to 
the system. Authentication is crucial to security because all decisions on access 
to a system’s resources must assume that the binding is correct. 

A simple authentication example is a system with login based on user ID and 
password. The login prompt asks, “Who are you?” and the correct reply is an 
identifier, the user ID. Often the identifier is widely-known or easy to guess. 124  
Then the system asks, “Prove it!” and the correct response is a password match-
ing the identifier. In this scenario, the password is assumed to be known only 
to the principal and not able to be obtained or guessed by others. If the pass-
word is correct, the assumption for security decisions is that the principal asso-
ciated with the identifier is the one using the system, and access decisions are 
based on that assumption. 

 
124  For many years my user ID at my university was “bbrown.”  For several other systems, it is my email 

address. 
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A strong system of authentication and access control protects confidentiality by 
assuring that only those authorized by policy have access to data. It protects 
integrity by assuring that only those authorized by policy to change data can do 
so. 

Authenticating factors  

There are three 125 factors that can be used for authentication: something one 
knows, something one has, or something one is. 

Something one knows: typically, this is a password, but might be a pattern 
traced on a touch screen or another challenge, like an algorithm. A simple ex-
ample of a challenge might be that the system presents a random integer and 
the principal must add 27 to it. 

Something one has: In the 21st century, this is often a security key like the Yu-
biKey. It could be as simple as a metal key used to unlock doors or start auto-
mobiles. It could also be a mobile phone to which the system sends a text 
message that must be entered to complete the login. 126 

Something one is: This is properly called biometric authentication. 127  Typical 
uses are recognition of faces or fingerprints, but there are systems based on 
other characteristics, including hand geometry and scans of iris or retina. A 
handwritten signature is a form of behavioral biometric authentication that can 
be validated automatically. (Rosso, Ospina, & Frery, 2016) 

Each of these factors has strengths and weaknesses, a discussion of which is be-
yond the scope of this chapter. 

 
125  Some authors place things like signatures and unlock patterns in their own category, something one 

does, and add somewhere one is for authentication by IP address, geolocation, etc. 

126  If you are using a mobile phone in this way, a Web search for “SIM hijacking” will be enlightening.  

127  Not to be confused with biometric identification, a different and much harder problem. Biometric au-
thentication asks “Does this face or fingerprint belong to Alice?”  Biometric identification asks, “To 
whom does this face or fingerprint belong?” 
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Multi-factor authentication 

For much of the history of remote access to information systems, the standard 
for identification and authentication was user ID and password. The problem 
is that people can’t remember multiple strong passwords, so they choose weak 
passwords or reuse passwords across multiple systems, or both. Weak pass-
words are easily compromised. If passwords are reused, a compromised pass-
word on one system compromises all of them. 

By requiring two or more of the factors – something you know, something you 
have, something you are – a compromise of only one of them will not be suffi-
cient to gain access. This is another example of defense in depth. 

Access control and auditability 

Once authentication is complete, there exists a binding of the principal permit-
ted to use the system and the identifier, or user ID. Except for the very simplest 
systems, where authority on the system is all or nothing, further decisions are 
necessary to determine what the principal may do. This is called authorization 
or access management. 

Many modern authorization systems use access control lists (ACLs). Each ob-
ject, such as a file, has a list of those identifiers (principals) allowed to access the 
object, and what access is allowed. For example, the Windows operating system 
includes access permissions for reading, writing, modifying, and executing files. 
Other types of objects, like disks or printers, have different sets of permissions 
suitable to the kind of object being protected. 

The UNIX operating system and its look-alike, Linux, use a different model in 
which there are three permissions: read, write, and execute, and three levels of 
access: owner, group, and everyone. It is possible to exercise very fine-grained 
control using the UNIX model. Extensions to UNIX and Linux provide for ac-
cess control lists. 

Designers of access control systems must remember Saltzer and Schroeder’s 
principle of fail-safe defaults. Access should be denied unless explicitly granted. 
Those who administer access control systems must remember the principle of 
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least privilege. Give each principal the rights necessary to perform that princi-
pal’s permitted functions and no more. 

Access control systems in both UNIX / Linux and Windows provide for logging 
of changes in access permissions and of access to objects. Enabling logging pro-
vides auditability; it is possible to know what happened, when it happened, and 
who did it. Auditability, in turn provides accountability for those who use the 
information system. 

  Security of Data Communications 
A detailed look at the principles of security of data communications is beyond 
the scope of this book. However, the Covid-19 pandemic that began in the 
United States in 2020 has forced far more remote work than was usual before 
the pandemic and created new challenges in securing data communications. It 
seems likely that increased remote work, and so increased demand for data 
communications and increased security challenges, will continue even after the 
pandemic has subsided. In some organizations, network security focused on 
“protecting the perimeter” of the network using firewalls and intrusion detec-
tion devices and limiting the number of remote connections. That is no longer 
a viable strategy, although firewalls and intrusion detection remain an essential 
part of the communication security toolkit. 

Communication security in the 21st century is becoming more focused on end-
point protection, that is, on protecting the devices that connect to a corporate 
network. Endpoint protections seeks to overcome the problem that a device 
such as a laptop can become infected with malicious software while not con-
nected to the corporate network, then transfer the infection to machines within 
the network upon connection. 

A firewall serves as a choke point on a network and determines which packets 
are allowed to pass and which will be dropped. The decision of whether to allow 
a packet is made according to configurable firewall rules. Such rules may con-
sider the direction, incoming or outgoing, of the packet, source and destination 
port numbers, and source and destination addresses. Some firewalls engage in 
packet inspection. Shallow packet inspection involves checking the headers of 
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higher level protocols, which are considered payload at the Internet Protocol 
level. Some firewalls look at the data portion of the payload. This is called deep 
packet inspection. Deep packet inspection is used to attempt to detect unau-
thorized data transfer or attempts at unauthorized entry (intrusion) into sys-
tems attached to the network. 

An intrusion detection system is a combination of hardware and software that 
monitors traffic for packets that indicate malicious activity or violations of or-
ganizational policy. Intrusion detection systems work by checking packets for 
signature data that indicates malicious activity or analyzing network behavior 
to detect anomalies. Systems that can take action similar to a firewall to attempt 
to stop an intrusion are called intrusion prevention systems. 

Modern networks present a challenge to deploying intrusion detection or pre-
vention systems. Such a device must be able to observe network traffic in order 
to analyze it, but modern networks purposely segment traffic using switching 
and VLANs as described in Section 5.3.2. 

A virtual private network (VPN) provides a secure connection either between 
networks such as main and branch offices, or between a network and an end-
point, such as a remote employee’s laptop computer. The connection is secured 
from eavesdropping by encryption, and extends the facilities of the network to 
the branch office or endpoint, including access to DNS and directory services 
as well as to file and other servers. A VPN can be implemented as a split tunnel, 
in which requests for corporate services pass through the VPN and requests for 
other Internet resources do not. This conserves bandwidth at the corporate lo-
cation at the expense of allowing Internet access that is not mediated by the 
protections provided by the corporate network. 

In end-to-end encryption, packets are encrypted at the source device and not 
decrypted until they reach the destination device. This reduces the opportunity 
for adversaries to intercept data prior to encryption or after decryption. How-
ever, it also makes it impossible for firewalls and intrusion detection/protection 
systems to inspect the contents of the packets. 
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Transport layer security (TLS) provides a mechanism for encrypting data from 
endpoint to server and was originally intended to protect transactions on the 
World Wide Web. TLS is discussed in Section 5.4. 

  Cryptography 

Cryptography 128 refers to the use of ciphers 129 to obscure the meaning of text 
or other data by scrambling the bits of a document, message, or other data so 
that the content is impossible to read without reversing the encryption process. 
A cryptographic system consists of a long and random collection of bits called 
the key and algorithms for encrypting and decrypting. The algorithms are as-
sumed to be known by an adversary. The key must be kept secret. The encrypt-
ing process combines the key with the data, called plain text, to produce 
encrypted data, called the cipher text. Encrypting data protects confidentiality. 

Cryptography has been used to protect secrets since at least 1500 BCE. Around 
1580, French cryptographer Blaise de Vigenère (Figure 7-1) improved an earlier 
cipher, now called the Vigenère cipher, and invented another. At the time, the 
Vigenère cipher was called le chiffre indéchiffrable. 130  The Vigenère cipher 
withstood attack for nearly 300 years. In 1863, Austrian military officer Frie-
drich Kasiski published a method of attacking the Vigenère cipher by deducing 
the length of the key. 

Cryptographic techniques can be used to protect data integrity by revealing 
tampering and to protect origin integrity through digital signatures and cryp-
tographic authentication. 131 

Effectively unbreakable cryptosystems exist, are available, and are well-docu-
mented. Attempting to use home-grown cryptosystems is very dangerous and 

 
128  From the Greek words for “hidden writing.” 

129  Codes operate at the level of meaning, e.g. “One if by land and two if by sea.”  Ciphers operate at the level 
of symbols or small groups of symbols, transform data using transposition, substitution, or both, and are 
reversible. 

130  The undecipherable cipher. 

131  The Certified Information Systems Security Professional (CISSP) Common Body of Knowledge says 
cryptography also protects availability. That is something of a stretch to say the least. 
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should never be considered as part of an information security program. While 
it might seem very cool to design and implement your own cryptosystem, it 
turns out to be surprisingly hard to do right. Unless you have the equivalent of 
a Ph.D. in mathematics with an emphasis on cryptology and a dozen years’ ex-
perience, it’s an extremely bad idea to trust important information to home 
brewed crypto. Experiment all you want, but when you are serious about pro-
tecting information, use cryptosystems developed by experts, examined by 
other experts, and that have withstood the test of time. 

  Symmetric Key Cryptography 

Symmetric key cryptography uses the same key for both encrypting and de-
crypting. It is an appropriate tool for protecting the confidentiality of data in 
storage. Even if encrypted data are compromised, they are of no use to an at-
tacker. The encryption key must be protected, but this may be easier than pro-
tecting a large store of data. A suitably strong key will be 128 or 256 bits, 16 or 
32 bytes, and can be stored offline until data in storage must be decrypted. Care 
must be taken in the handling of data that has been decrypted. 

Symmetric key cryptography is less useful for data being processed because the 
key must be available. That might mean that a compromise of the data also re-
sults in a compromise of the key. 

Symmetric key cryptography is not useful by itself for data in transmission be-
cause both sender and receiver must have a copy of the key. The problem of 
how to transmit a key securely over an unsecure channel is called the key ex-
change problem. Key exchange is addressed by asymmetric key and hybrid 
cryptography, both of which are discussed below. 

There are several symmetric key algorithms that are effectively unbreakable. 
One of them is AES, the Advanced Encryption Standard, established by the Na-
tional Institute of Standards and Technology in the United States in 2001. 

One-Time Pad 

The one-time pad… 
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  Asymmetric Key Cryptography and Key Exchange 

In the mid-1970s, four 132  groups of researchers independently invented a 
mechanism that uses two different keys with the same data, one to encrypt and 
one to decrypt. The key usually used for encrypting is called the public key, and 
the key usually used for decrypting is called the private key. Data encrypted 
with a particular public key can only be decrypted using the corresponding pri-
vate key. You can give the public key to anyone, and they will not be able to 
decrypt messages that others may have encrypted with the same public key. 
Such a system is called asymmetric key cryptography, or public key cryptog-
raphy. 

This eliminates the key exchange problem because it is no longer necessary to 
exchange keys. One looks up the public key of a recipient – it’s available publicly 
– and encrypts. The recipient decrypts using the corresponding private key.  

The problem with asymmetric key cryptography is that it is computationally 
intensive. Keys are thousands of bits long and encryption requires exponentia-
tion using those long keys. Encrypting or decrypting a message with the RSA 133 
algorithm can take 10,000 times as long as encryption with a modern and se-
cure symmetric key algorithm. 

Key exchange algorithms and hybrid cryptography 

It is possible to obtain the benefits of public key cryptography while paying only 
a part of the computational penalty. Instead of using asymmetric key cryptog-
raphy to encrypt an entire message for transmission, it is used to solve the key 
exchange problem. The sender generates a random number 128 or 256 bits long 
and encrypts the random number using asymmetric key cryptography. Since 
the random number is perhaps 16 or 32 bytes, encryption is fast even with a 
computationally intensive algorithm. Using the random number as the key, the 
sender uses a symmetric key algorithm like AES to encrypt the message. The 
key, encrypted with an asymmetric key algorithm, and the message, encrypted 

 
132  Three of these groups published their work at the time. The work of the fourth was classified by the 

military of the United Kingdom and not declassified until 1997. 

133  Named for its inventors, L.M. Adleman, R.L. Rivest and A. Shamir. 
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with a symmetric key algorithm, are sent to the recipient together. The recipient 
first uses the private key of the asymmetric key pair to decrypt the generated 
key, then uses that key to decrypt the message. Such a scheme is called hybrid 
cryptography. This mechanism is effective only if the private key used to en-
crypt the session key remains secure. 

Forward Secrecy 

If a public key is used to encrypt a session key and the corresponding private 
key is compromised, 134 the adversary can decrypt the session key and with that, 
decrypt the communications.  All future communications using the same pub-
lic/private key pair are also compromised.  If past communications have been 
captured and stored, they, too can be decrypted. 135  

There are key exchange algorithms that cannot be used to encrypt messages but 
that can enable two parties to negotiate a shared secret key over an unsecure 
channel. One such algorithm is the elliptic curve Diffie-Hellman key exchange 
algorithm. If asymmetric key cryptography is used to validate the identities of 
parties as described below, but a key exchange algorithm that doesn’t depend 
on the security of the channel is used to generate a shared symmetric key, com-
promise of the private key no longer compromises the communication itself. 
Such a mechanism is called forward secrecy or sometimes, optimistically, per-
fect forward secrecy. It is possible to break forward secrecy by breaking elliptic 
curve Diffie-Hellman, thought to be very difficult, but compromise of a private 
key, whether through carelessness, malice, or legal process, will not compro-
mise the content of the messages. 

Quantum-resistant asymmetric key cryptography 

Quantum computers apply a fundamentally different approach to computa-
tion. It would take decades for the fastest von Neumann architecture computers 

 
134   A private key can be compromised by carelessness, but in the United States and elsewhere, it may 

also be possible to compel production of a private key with a court order or other legal process. 

135   The U.S. National Security Agency has built a data center near Bluffton, Utah to store encrypted 
communications for possible future decryption. The data center was completed in May, 2019. 
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to find the prime factors of a 2,048-bit number if it were possible at all. A quan-
tum computer and Shor’s Algorithm could find the prime factors in a few sec-
onds or less. That isn’t an immediate concern because no quantum computer 
capable of running Shor’s Algorithm on such large numbers currently exists. 
Experts estimate that it will be 2030 or later before current public key cryptog-
raphy algorithms can be successfully attacked with quantum computers. 

However, the year 2030 is not that far in the future. In 2016, the U.S. National 
Institute of Standards and Technology announced a contest that would select 
quantum-resistant cryptography algorithms for standardization. In 2019, NIST 
narrowed the field of entries to 26 possible candidates. NIST plans to publish a 
final draft by 2024. 

  Cryptographic Hashes and Digital Signatures 

Part of defense in depth of the integrity of information is to be able to detect 
tampering. This is accomplished using a cryptographic hash 136 algorithm. A 
cryptographic hash algorithm takes variable-length data as its input and pro-
duces a small, fixed-size output. For SHA-256, the output is 256 bits, or 32 
bytes. The output of such a hash algorithm is called a digest.  

A cryptographic hash algorithm has two important properties. First, even a sin-
gle-bit difference in inputs will produce very different hash values. Second, it 
should be impossible to construct two inputs so that both produce the same 
hash value. That’s called a collision, and a hash algorithm that allows collisions 
can’t produce a unique “fingerprint” of its input. 

It is not possible to determine the original input given only the hash value. 
However, for small inputs like passwords, it may be possible to mount a brute 
force attack in which many or all possible values are used as inputs to the hash 
algorithm to see whether any results in the same hash value as the one under 
attack. 

Cryptographic hashes can be used to detect changes in data. To do so, create a 
hash digest of the data when it is a known-good state. The digest must be stored 

 
136  It’s called a “hash” because the output has no intrinsic meaning.  
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separately and securely. The integrity of the data can then be tested by re-com-
puting the digest and comparing it with the original. If they’re equal, the as-
sumption is that no tampering has occurred. The strength of that assumption 
depends on the resistance to collisions of the chosen hash algorithm. 

It is important to know that there are different kinds of hashing algorithms for 
different purposes. Hash algorithms for integrity checking or digital signatures, 
like SHA-256, are designed to be fast. Hash algorithms for storing passwords, 
like BCRYPT or SCRYPT, are specifically designed to be slow to make brute force 
attacks time-consuming. There are also cryptographic hash functions, like 
MD5, that were once thought to be secure but have since been found to have 
flaws. 

Digital signatures 

Some asymmetric key cryptography algorithms have the property that the pub-
lic and private keys are cryptographic inverses of one another. Data encrypted 
with a given public key can only be decrypted using the corresponding private 
key. However, data or a message encrypted using the private key can be de-
crypted using the public key. Such a message is not confidential because anyone 
can decrypt it using the public key. However, there is a strong assumption that 
it could only have been encrypted by the owner of the corresponding private 
key. It has been digitally signed. How strong is the assumption?  As strong as 
our knowledge or belief that the holder of the private key has kept it private. If 
the private key has been compromised, the digital signature is no longer relia-
ble. 

Rather than encrypting an entire message using the sender’s private key, which 
would be very slow, digital signatures are implemented by first computing a 
hash digest of the data to be signed, then encrypting the digest with the signer’s 
private key. 

To validate a digital signature, compute a digest of the signed data using the 
same algorithm used to sign the data. Decrypt the signature using the signer’s 
public key, then compare the decrypted signature, really a message digest, to 
the digest just computed. If they’re equal, one can conclude that the data were 
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signed using the signer’s private key, and also that the data haven’t been tam-
pered with or corrupted. If the data had been changed, even though the digital 
signature was correct, the computed digest would be different. 

Digital certificates 

Suppose Bill wants to send a confidential message to Alice, with whom his only 
method of contact is email. Bill looks up Alice’s public key, perhaps on the 
OpenPGP key server. But Bill has a problem, namely, how to be certain he really 
has Alice’s public key. If evil Eve the eavesdropper had somehow compromised 
the key server and substituted her own public key for Alice’s, Eve would be able 
to decrypt and read any messages she could intercept. 

The solution to Bill’s problem is a digital certificate. The purpose of a digital 
certificate is to bind an identity, in this case Alice’s, to a public key. Error! Ref-
erence source not found. is a simplified diagram of a digital certificate. The 
identifier (Alice’s email address), the public key, and the other information, in-
cluding a certificate version number and expiration date, are the body of the 

certificate. They’re all in plain text; 
anyone can read them with no de-
ciphering necessary.  

The certificate in Error! Reference 
source not found. has two signa-
tures, by Charlie and Donna. The 
important parts are the identifiers, 
in this case email addresses, and a 
cryptographic hash digest of the 
body of the certificate, encrypted 
with the signer’s private key. By 
signing, Charlie and Donna attest 
that the public key in the body of 
the certificate is really Alice’s. 137 

 
137  Keys are often exchanged in person at “key signing parties.”  Perhaps you and friends or classmates want 

to organize a key signing party. You can find detailed instructions on the Web. 

Figure 7-4 
 Simplified diagram of a 

digital certificate. 
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To verify a signature, Bill computes his own digest over the body of the certifi-
cate. He then uses Charlie’s or Donna’s public key, obtained separately, to de-
crypt the signature. If the decrypted digest matches the digest Bill computed, 
Bill can trust that he has Alice’s true public key because Alice has been “intro-
duced” by Charlie or Donna. The amount of trust depends upon how much Bill 
trusts Charlie or David. 

If Bill doesn’t know, or doesn’t trust, Charlie or Donna, he can look at who has 
signed their public keys. Bill’s asymmetric key software will expand the search 
automatically, looking for someone whom Bill has marked as a trusted intro-
ducer. This concept is called the web of trust, in which parties vouch for one 
another. 

Certificate authorities and the public key infrastructure 

Another kind of digital certificate, an X.509 certificate, usually has only one sig-
nature, that of a certificate authority. A certificate authority is a company, a 
non-profit, or in some countries, a government agency that takes on the task of 
verifying that public keys belong to the named principal. The certificate author-
ity acts as a trusted third party. Certificates issued in this way are used by TLS 138 
to encrypt traffic between browsers and servers and to provide a measure of 
assurance that a person who wants to connect to, e.g., apple.com has actually 
reached Apple’s servers. 

Such an arrangement is not without problems of its own. Not all certificate au-
thorities are both equally careful and equally trustworthy. There have been a 
few instances of certificate authorities issuing fraudulent certificates. A big 
threat is that a certificate authority’s “signing key” – the private key used to sign 
digital certificates – becomes compromised. There are ways to mitigate these 
problems, but they are beyond the scope of this chapter. 

  Summary of Learning Objectives 
This section of the chapter tells you the things you should know 
about, but not what you should know about them. To test your 

 
138  Transport Layer Security, the facility used to encrypt traffic on the World Wide Web. 
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knowledge, discuss the following concepts and topics with a study 
partner or in writing, ideally from memory. 

Security problems can be caused by malicious actors, but they can also arise 
from error or environmental failure. 

The three properties of a secure information system are confidentiality, integ-
rity, and availability. The threats to information assets are disclosure, alteration, 
and denial. 

Every information security program must be grounded in an information secu-
rity policy that describes the intended use of the system, including what infor-
mation assets are to be protected and the constraints on the use of those assets. 
An information security program is a risk management program that manages 
risks to the organization’s information assets.  

A principal is a unique entity that may attempt access to an information system. 
The authentication process binds a principal to the internal representation of 
that principal. Authentication is crucial to security because all decisions on ac-
cess to a system’s resources must assume that the binding is correct. Once a 
principal has been authenticated, it is possible to make authorization decisions 
about what the principal is allowed to do.  

Cryptography is the use of ciphers to obscure information until the encryption 
is reversed by decryption. Cryptography can protect the confidentiality and in-
tegrity of information. Classes of cryptographic systems are symmetric key 
cryptography, asymmetric (public) key cryptography, and cryptographic hash 
functions. Digital signatures and digital certificates protect the integrity of in-
formation, including cryptographic keys. 
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Appendix A.  
Programming LMC / TBC 
TBC, the Tiny Binary Computer, is, as the name says, a binary computer, but 
designed to be at least mostly compatible with Stuart Madnick’s Little Man 
Computer, which is a decimal computer. The purpose is to allow students to 
see the differences between decimal and binary computers. The difference is 
important because all modern general purpose digital computers are binary 
computers. 

  Format of Assembly Language Statements 
Assembly language statements for TBC are of the form: 

  [label] op code [address] [comments] 

The label, if present, must begin at the left, with no preceding white space. The 
operation code must be preceded by white space regardless of whether a label 
is present. (This is different from LMC, which allows operation codes to begin 
at the left.) 

Labels, operation codes, and symbolic addresses are case-insensitive. Labels and 
symbolic addresses are not length-limited. For valid operation codes, see -
1222374688.597.574367, Operation Codes. 

Addresses may be symbolic addresses, which correspond to labels defined else-
where in the source program, or numeric addresses. Numeric addresses may be 
expressed as decimal numbers or hexadecimal numbers. Hexadecimal numbers 
must be prefixed with "0x" –the digit zero followed by the letter x. Example: 
0x5A or 0x5a. Addresses are limited to the range 0-127 or 0x0 to 0x7f. 

Anything following the address, or for operation codes that do not take an ad-
dress, anything following the operation code, is treated as a comment.  

By default, the assembler generates object code beginning at location zero. The 
address where a sequence of instructions will be loaded can be changed using 
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the org assembler directive, which takes a numeric address as an operand. Ex-
ample: 

org 0x50 
add const1  The "add" instruction will be at address 0x50 
brp done  BRP will be at 0x51, etc. 

The first executable instruction must be at location zero, as it will be by default.  

The DAT assembler directive reserves storage for a 12-bit numeric constant and 
optionally initializes its value. The constant may be a signed or unsigned deci-
mal number or a hexadecimal number. To express a negative number in hexa-
decimal, use the two's complement of the unsigned value. Because TLC uses 12-
bit words in two's complement format, constants are limited to the range -2048 
to +2047. If no operand is given, DAT reserves space but does not initialize it. 
Example: 

const1 dat 1 
minus1 dat 0xfff 
minus1 dat -1 
datum dat  // one word, not initialized 

  Operation Codes 
The first nine operation codes are identical to Madnick’s LMC. (Oper-
ation code 4 is not used.) The remaining operation codes are extensions 
for TBC. Operation codes in gray are for future implementation. 

 
Op  

Code 
Mnemonic Meaning 

0xx HLT <addr> Halt. Instruction execution stops. Operating 
the "reset" switch will restart the program 
from location zero. The mnemonic COB is 
accepted as a synonym for HLT. The address 
field is ignored. 
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1xx ADD <addr> Add. The contents of memory at address 
<addr> are added to the accumulator. An 
Overflow machine-check occurs if the result 
is greater than 2047 or less than -2048; the 
truncated result is stored in the accumula-
tor. 

2xx SUB <addr> Subtract. The contents of memory at ad-
dress <addr> are subtracted from the accu-
mulator. An Overflow machine-check 
occurs if the result is greater than 2047 or 
less than -2048; the truncated result is 
stored in the accumulator. 

3xx STO <addr> Store accumulator. The contents of the ac-
cumulator are stored in memory at address 
<addr>; the previous contents of memory at 
<addr> are lost. The mnemonic STA is ac-
cepted as a synonym for STO. 

4xx  Not used 
5xx LDA <addr> Load accumulator. The contents of 

memory at address <addr> are loaded into 
the accumulator; the previous contents of 
the accumulator are lost. 

6xx BR <addr> Branch unconditionally. The value of 
<addr> is stored in the program counter, 
causing the next instruction to be fetched 
from that location. The mnemonic BRA is 
accepted as a synonym for BR. 

7xx BRZ <addr> Branch if zero. If the accumulator holds the 
value zero, the value of <addr> is stored in 
the program counter, causing the next in-
struction to be fetched from that location. If 
the accumulator is non-zero, the program 
counter is not modified and the next in-
struction will be fetched in sequence. The 
accumulator is not modified. 
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8xx BRP <addr> Branch if positive. If the sign bit of the ac-
cumulator is zero, the value of <addr> is 
stored in the program counter, causing the 
next instruction to be fetched from that lo-
cation. If the sign bit is one, the program 
counter is not modified and the next in-
struction will be fetched in sequence. The 
accumulator is not modified. Note that a 
value of zero in the accumulator will cause 
the branch to be taken because the sign bit 
of the number zero is zero. 

901 IN Input. A number is requested from the in-
put subsystem and stored in the accumula-
tor. The previous contents of the 
accumulator are lost. The input subsystem 
will not deliver values greater than 2047 nor 
less than -2048. The mnemonic INP is ac-
cepted as a synonym for IN. 

902 OUT Output. The contents of the accumulator 
are copied to the output subsystem as a dec-
imal value, followed by the newline charac-
ter. The accumulator is not changed. 
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Axx CALL <addr> Subprogram call. The number at the high-
est memory address is decremented, the 
program counter is stored at the address 
pointed by the contents of the highest 
memory address, and the <addr> portion of 
the instruction is placed in the program 
counter. In other words, the highest 
memory address is used as a stack pointer 
for a stack that grows downward from high 
memory. Resetting the machine or loading a 
program stores the address of the highest 
memory location in that location. For a ma-
chine with 128 words of storage, the value 
0x7F is stored at location 0x7F. 

Bxx RET <addr> Return from subprogram. The memory lo-
cation pointed by the contents of the highest 
memory address is loaded into the program 
counter and the value at the highest 
memory address is decremented. Only the 
rightmost seven bits of the value on the 
stack are used. The address field of the in-
struction is not used and is reserved. 

Cxx OUTN <addr> Output with No newline. Identical to OUT 
except that sending the newline character is 
suppressed. 

Dxx OUTC <addr> Output character. The rightmost eight bits 
of the accumulator are sent to the output 
subsystem, to be interpreted as an ISO-8859 
character rather than a number. No newline 
character is sent. 
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Exx DAT "<STR>" Character data pseudo-instruction. The 
characters in <str>, which must be enclosed 
in double-quotes, are stored in the right-
most eight bits of consecutive words. Exam-
ple:  
                    DAT "Hello, world!"  
Escaped characters are not allowed. A new-
line character may be stored by coding DAT 
0x00A. If 0x00A is processed by an OUT in-
struction, it will be rendered as 10. If it is 
processed by OUTC, it will be rendered as 
newline. 

Fxx PIO Programmed Input/Output. TLC uses the 
three highest possible memory addresses, 
0xfd, 0xfe, and 0xff as registers for I/O. The 
programmer must store a device address in 
0xfd; the input device is 0x000 and the out-
put device is 0x001. For output, the data 
word to be written must be stored at address 
0xff. For input, the value read will be placed 
in address 0xff. After the registers are set up, 
the program issues the PIO instruction. The 
program must then loop, testing address 
0xfe until it becomes one, indicating the 
completion of the I/O operation. Any input 
or output operation attempted before 0xfe 
becomes one will cause a machine check. 
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Appendix B.  
Architecture of the Tiny Binary Computer 

TBC is entirely a creature of software emulation, but we wanted to show 
that it is possible to build hardware that will execute the TBC instruction 
set. With the exception of input and output, the student who applied him-
self could, in theory, grundle over to the digital logic lab and build a TBC 
from logic gates, a clock source, and a power supply. If twelve switches 
were used for input and twelve LEDs for output, it would be possible to 
realize all of TBC in hardware, but you would get only one input opera-
tion per program run without substantial extra work. 

There are some details left out, such as the fan-out of the gates used and 
the way loading registers from the C-bus on the falling edge of the clock 
is implemented. These are engineering details, and the fact that they are 
omitted does not diminish the practicality of the general design. 

Early computers and today’s simple computers all follow the pattern of 
registers, an ALU, two input buses and an output bus. The size of the 
registers and buses and the design of the ALU depend on the instruction 
set of the computer. The microprogrammed implementation described 
here is patterned after an implementation described in Andrew Tanen-
baum’s Structured Computer Organization, Third Edition (1989.) 

Memory 

The Little Man Computer, after which TBC is patterned, could hold 
three-digit integers. In twos complement binary, that needs eleven bits, 
which is a distinctly odd size for a computer word. TBC was designed 
with a twelve-bit word. That may seem like an odd size as well, but the 
very successful DEC PDP-8 had twelve-bit words. Data words use 
twelve-bit two’s complement notation, giving TBC an integer range of -
2,048 to +2,047. Instruction words have four bits of operation code and 
eight bits of address. The eight-bit address gives TBC a theoretic capac-
ity of 256 words of memory. Like many real computers, TBC is not 
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“maxed out” with memory; only 128 words are “installed” in the simu-
lated computer. 

Memory is connected to the CPU by two buses and three control lines. 
The memory address bus is a unidirectional bus connected to the CPU’s 
memory address register (MAR). The MAR specifies the address in 
memory to be accessed during a read or write. The memory data bus is a 
bidirectional bus connected to the memory data register (MDR). The 
MDR holds data to be written to memory on a write and receives data 
from memory on a read. 

The three control signals are read, write, and presence detect. A read sig-
nal commands memory to deliver the contents from the address in the 
MAR to the memory data bus, and so the the MDR. A write signal com-
mands memory to accept data from the MDR and write it to the location 
specified by the MAR. 

The presence detect (PD) signal causes the memory system to indicate 
the memory size by placing the highest usable memory address on the 
memory data bus; it will be available at the memory data register (MDR) 
in the next clock cycle. In a real computer, presence detect returns de-
tailed information about the memory subsystem, including memory size, 
on a separate serial connection from the memory module. That infor-
mation is used by the firmware and operating system. TBC uses presence 
detect to get the address of the stack pointer. In a real computer, the stack 
pointer is initialized as part of starting a process. Some computers have 
a stack pointer register to speed up access to the stack pointer. 

Except for presence detect, memory operations require two clock cy-
cles. Memory timing is discussed below. 

Data Path: Registers and Buses  

The data path of TLC is shown in Figure ***. The data path of a computer is the 
arithmetic and logic unit (ALU), the registers, and the buses that connect them. 
The instruction decoder (I-decoder) / control unit is also shown in the figure. 
It is discussed in a later section. 
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TLC has five registers. The memory address register (MAR) holds one memory 
address to be used in a memory read or write operation. The MAR is an eight-
bit register, allowing TLC to address 256 words of memory. It can be loaded 
from the C-bus and is connected continuously to the memory subsystem. The 
memory subsystem only uses this address when commanded to read or write. 

The memory data register (MDR) is the same size as the TLC's word size: twelve 
bits. It can be loaded from the C-bus or driven onto the A-bus. It can also send 
data to memory on a memory write, or be loaded with data from memory on a 
memory read. 

The accumulator receives the results of arithmetic or logical operations. It is a 
twelve-bit register. It can drive the A- or B-bus and can be loaded from the C-
bus. 

The program counter holds the address of the next instruction to be executed. 
It is an eight-bit register that can be loaded from the C-bus and enabled onto 
the A-bus. 

The instruction register holds the instruction currently being executed. It is a 
twelve-bit register that receives twelve-bit quantities when loaded from the C-
bus. When the instruction register is enabled to the A-bus, only the rightmost 
eight bits are transmitted; the high-order four bits are filled with zeros. The left-
most four bits of the instruction register, corresponding to the operation code 
of a TLC instruction word, are connected continuously to the I-decoder and 
control unit. 

All three main buses are twelve bits wide. The C-bus can load more than one 
register simultaneously, although that capability is not used in TLC. Only one 
register can be enabled to the A-bus and only one to the B-bus during any cycle. 

Arithmetic / Logic Unit 

 

The instructions of TLC can be executed with only four ALU functions: 
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• Add: The addends are enabled on the A- and B-buses; the sum is re-
turned on the C-bus. 

• Subtract: The subtrahend (in MDR) is enabled on the A-bus and the 
minuend (in Acc) is enabled on the B-bus. The difference is returned 
on the C-bus. 

• Copy: The value on the A-bus is copied unchanged to the C-bus. 
• Increment: The value on the A-bus is incremented and the new value 

is returned on the C-bus. 

An ALU to compute those functions can be formed from one full adder per bit 
with three extra gates (two and gates and an exclusive or gate) that provide for 
control inputs. One bit slice of such an ALU is shown in Figure 3. The Ena A 
(enable A) control input causes the value on the A bus to be passed to the ALU 
and adder. The Inv A (invert A) control input causes the value on the A-bus to 
be inverted before being passed to the full adder. The Ena B (enable B) deter-
mines whether the value from the B-bus is passed to the ALU and adder. 

The final ALU is composed of twelve instances of the circuit of Figure 3. A 
fourth control, increment, is connected to the carry-in bit of the rightmost bit 
slice. A four-bit configuration of such an ALU is shown in Figure ***. 

The four required functions of the ALU are produced with the control signals. 
In addition, the ALU can emit constants zero, one, and minus one, also shown. 

Addition is straightforward; A is enabled, not inverted and B is enabled. For 
subtraction, the bits of the A-bus, which must be the subtrahend, are inverted 
by the Inv A control. The Increment control provides for the addition of one to 
form the two's complement of the value on the A bus, which is added to the 
minuend on the B-bus. If only A is enabled, the value on the A-bus is copied 
unchanged to the C-bus. If Enable A and Increment are enabled, the value on 
the A-bus is incremented (by one) and the result is passed to the C-bus. 

 

If none of the four controls is enabled, the output is constant zero. If only In-
crement is enabled, the output is constant one. If only Invert A is enabled, the 
output is all ones, a two's complement minus one. 
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The V (overflow) signal is asserted when the carry into the leftmost bit is dif-
ferent from the carry out of the leftmost bit. The P (positive) signal is the inverse 
of the leftmost bit, which is the sign bit of a two's complement number. So, P is 
asserted when the value produced by the ALU is non-negative. The Z (zero) 
signal is asserted when all bits of the ALU result are zero. 

P/Z Latch 

The arithmetic and logic unit produces a P (positive) signal that is the inverse 
of the sign bit of the ALU output, so it is a one when the ALU output is non-
negative and a zero when the output is negative. It also produces a Z (zero) 
signal that is the nor of all 12 result bits, and so is a one when the output of the 
ALU is zero. These signals are input to the P/Z latch. The P/Z Latch is enabled 
to write concurrently with the accumulator register, so the P and Z outputs al-
ways reflect the state of the accumulator contents. The output of the P/Z latch 
is input to the I-decoder and control unit, providing a mechanism to test the 
state of the accumulator without requiring an additional data-path cycle. 

Control Unit 

TBC’s control unit is microprogrammed. The instruction decoder and 
control unit must generate 17 control signals, as shown in the table. In 
addition, we need two bits to control branching in the microprogram, 
one bit to control use of the op code as a branch target, and eight bits of 
address for jumps. Each microprogram word is 28 bits; for simplicity, 
we would use a ROM with 32-bit words because these are likely to be 
commercially available. The layout of the microprogram requires 256 
words of ROM, although not all of them are used. The control signals 
that must be generated are these: 

Data Path Control Signals 

ALU 4 Enable A (EnaA); Invert A (InvA); Enable B (EnaB); 
Increment (Inc) 

Memory 3 Read, write, PD 
A-bus 4 Select one of four registers to enable onto the A-bus 
B-bus 1 Indicates that Acc is to be enabled onto B-bus. 
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C-bus 5 Selects any of five registers for write from the C-bus 
Microprogram Controls 

Op Code 1 If 1, the operation code from the instruction register, 
shifted left 4, is used as branch target 

Jump 2 00=no jump; 01=jump if positive (jp); 10= jump if 
zero (jz); 11=unconditional jump (ju) 

Next 
Addr 8 If jump is non-zero, the address of the next microin-

struction 

Two of the possibilities for the jump control test the bits pf the P/Z 
Latch, which reflect the current contents of the accumulator. 

Tanenbaum (1989) described a notation for representing microcode 
which he called the micro assembly language, or MAL. The two tables 
below show the ADD and BRP instructions in a notation similar to 
Tanenbaum’s MAL, and with the actual bits of the microprogram.  

 
Figure B-1 

Operation code zero (HLT) is handled with digital logic as a special case. 
A zero in the operation code field is detected using a four-input nor. The 
output is ANDed with the Op Code bit of the control word. A result of 
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true stops the processor clock and so stops execution of the micropro-
gram. 

 
Figure B-2 

Figure B-2 shows the layout of a control word in TLC’s microprogram control 
store. The bits are shown in the order they were discussed above. Tanenbaum 
(1989) pointed out that they would probably be arranged in a way that mini-
mized crossing of conductors when the CPU was laid out for a semiconductor 
die. That’s an engineering detail that need not concern us while we are working 
at the level of logical design. 

Stack 
An extension to the LMC instruction set provides for a stack that grows down-
ward from the highest memory address. The highest memory address is used as 
a stack pointer. It is initialized with its own location when a program is loaded 
or the machine is reset. That is, address 0x7F is loaded with the value 0x7F. The 
call instruction decrements SP and stores the program counter at the location 
pointed by SP. The ret (return) instruction places the value at location SP into 
the program counter and increments SP. If a TBC with 256 words were imple-
mented, location 9xFC would be the top of usable memory and top of the stack 
because the top three addresses are used for programmable I/O. 
 
The location at the highest memory address can be used for program storage 
provided the call and ret instructions are not used in such a program. 

Timing 
The most important thing about understanding timing in TBC (and real com-
puters) is that things do not happen instantly. Computation with digital logic 
introduces gate delays, and even sending a signal from one part of the CPU to 
another isn't instantaneous because the signals travel no faster than the speed 
of light. The purpose of a CPU's clock is to allow enough time for signals to 
travel through the gates and buses to perform the desired computations. For 
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real computers, clock speeds are measured in gigahertz: billions of pulses per 
second. For TBC you can adjust the clock speed from a pulse every couple of 
seconds to several pulses per second. The idea is to make TBC’s clock slow 
enough for you to observe what is happening. 

Instruction Timing 
The fetch/decode/execute cycle of the Von Neumann architecture means that 
each instruction consists of some number of individual steps. In TBC, each step 
is accomplished in one data-path cycle. 

Data-path Timing 
The data-path of a computer comprises the registers, the ALU, and the buses 
that connect them. TBC completes one data-path cycle with every cycle of the 
computer's clock. Each instruction takes multiple data-path cycles, so each 
data-path cycle does part of the work of one instruction. 
 
TBC uses an asymmetric clock; that means one part of the cycle, in this case 
clock-low, is longer than the other part, the clock-high part of the cycle. The 
clock-low part of the cycle must be long enough for generation of control sig-
nals, propagation of data on the buses, and computation by the ALU. By con-
trast, the clock-high part of the cycle need be only long enough for the registers 
to be loaded from the C-bus. 
 
A clock cycle starts on the falling edge of the clock. The falling edge triggers the 
instruction decoder and control unit to set up the necessary signals. That takes 
a certain amount of time, shown as ΔW in Figure ***. 
 
The control signals include register-enable signals for those registers that are to 
put their contents on the A- and B- buses. The time for the registers to send 
their contents to the A- and B-buses, and for the signals to reach the ALU is 
shown as ΔX. 
 
The arithmetic-logic unit is combinational logic; it is computing continuously. 
Its outputs change in response to changes in the inputs. However, the output of 
the ALU is not valid until it has valid inputs, and for a time after than equal to 
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the gate delay through the ALU. That time is shown as ΔY in the figure. It then 
take time ΔZ for the output of the ALU to travel along the C-bus and be avail-
able at the inputs of the registers. 
 
The last time band in the figure is labeled “Tolerance.” Because of manufactur-
ing variation, electronic devices manufactured identically will still be slightly 
different. The allowance for tolerance means that an instance of this CPU that 
happens to be slightly slower than the design specification will still work cor-
rectly. 
 
By the end of the clock-low portion of the cycle, the result of the current com-
putation has propagated through the C-bus and is available at the inputs of the 
registers. One or more registers will be selected by the "register enable" signals 
from the I-decoder and control unit to receive the results, and the results will 
be stored in those registers on the rising edge of the clock. (Usually, a result is 
stored in only one register, but it is possible to store the same result in more 
than one.) 
 
Notice that no signals are necessary to trigger operations between the falling 
edge of the clock and the next rising edge. It is only necessary to hold the clock 
in the low state for long enough to allow propagation of signals through the 
buses and the ALU. 
 

Memory Timing 
 
In a real computer, memory is many times slower than the CPU. For a com-
puter with a four GHz clock and 15 ns memory, memory is about 60 times 
slower; the clock will pulse 60 times before memory delivers a result. To com-
pensate, real computers implement cache memory. Most memory requests can 
be satisfied from a small, fast cache memory that is only about two to ten times 
slower than the CPU. 
 
To show that the CPU must often wait on memory, but to keep waiting time 
from being so long that the simulation is useless, TBC requires two clock cycles 
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for a memory access. That is, if a memory read is commanded in clock cycle 
one, the result is not available in the memory data register until the beginning 
of clock cycle three. Whenever possible, the control unit does useful work while 
waiting for memory. For example, the program counter is incremented while 
waiting for memory to deliver an instruction in the "fetch" part of the cycle. 
Otherwise, the control unit executes a no-operation cycle while waiting on 
memory. 

Input and Output 
 
The in and out instructions are executed “behind the scenes” by the simulator. 
The out instruction completes in four cycles; the explanation might be that the 
IO subsystem always has a buffer ready for output and can accept in one clock 
cycle. The clock is stopped while the in instruction executes. No detail of the 
I/O process is exposed by the simulator when the LMC I/O instructions are 
used. 
 
TBC can also do memory-mapped I/O, which exposes programmed I/O with 
busy waiting to the simulated program. TBC uses the three highest possible 
memory addresses, 0xfd, 0xfe, and 0xff as registers for I/O. Address 0xfd is the 
I/O address register, 0xfe is the I/O status register and address 0xff is the I/O 
data register. 
 
The programmer must store a device address in 0xfd; the input device is 0x000 
and the output device is 0x001. For output, the data word to be written must be 
stored at address 0xff. For input, the value read will be placed in address 0xff. 
After the registers are set up, the programmer issues the PIO instruction. The 
program must then loop, testing address 0xfe until it becomes one, indicating 
the completion of the I/O operation. Any input or output operation attempted 
before 0xfe becomes one will cause a machine check. 
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